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l.
| NTRODUCTI ON

Pr ocedur al Backgr ound

Before us are notions for a prelimnary injunction
filed by plaintiffs who chall enge on constitutional grounds
provi sions of the Communi cati ons Decency Act of 1996 (CDA or "the
Act"), which constitutes Title V of the Tel econmuni cati ons Act of
1996, signed into law by the President on February 8, 1996. ¥
Tel ecommuni cations Act of 1996, Pub. L. No. 104-104, § 502, 110
Stat. 56, 133-35. Plaintiffs include various organizations and

i ndi vidual s who, inter alia, are associated with the conputer

and/ or conmuni cations industries, or who publish or post
materials on the Internet, or belong to various citizen groups.
See ACLU Conplaint (Y 7-26), ALA First Anmended Conplaint (11 3,
12-33).

The defendants in these actions are Janet Reno, the
Attorney CGeneral of the United States, and the United States
Departnment of Justice. For convenience, we will refer to these
def endants as the Governnment. Plaintiffs contend that the two
chal | enged provisions of the CDA that are directed to

comruni cations over the Internet which m ght be deened "indecent"”

Y The CDA will be codified at 47 U S.C. § 223(a) to (h). In

t he body of this Adjudication, we refer to the provisions of the
CDA as they will ultinately be codified in the United States
Code.




or "patently offensive" for mnors, defined as persons under the
age of eighteen, infringe upon rights protected by the First
Amendnent and the Due Process C ause of the Fifth Anmendnent.
Plaintiffs in Cvil Action Nunber 96-963, in which the
lead plaintiff is the Arerican Cvil Liberties Union (the
ACLU),? filed their action in the United States District Court
for the Eastern District of Pennsylvania on the day the Act was
signed, and noved for a tenporary restraining order to enjoin
enforcenent of these two provisions of the CDA. On February 15,
1996, follow ng an evidentiary hearing, Judge Ronald L.
Buckwal ter, to whomthe case had been assigned, granted a limted
tenporary restraining order, finding in a Menorandum that 47
US C 8 223(a)(1)(B) ("the indecency provision" of the CDA) was
unconstitutionally vague. On the sane day, Chief Judge Dol ores

K. Sloviter, Chief Judge of the United States Court of Appeals

Z The plaintiffs in this action are the American Cvil

Li berties Union; Human Ri ghts Watch; El ectronic Privacy
Information Center; Electronic Frontier Foundation; Journalism
Educati on Associ ati on; Computer Professionals for Soci al
Responsibility; National Witers Union; Carinet Communications
Corp.; Institute for A obal Conmunications; Stop Prisoner Rape;
Al DS Education dobal Information System Bibliobytes; Queer
Resources Directory; Critical Path AIDS Project, Inc.; WIdcat
Press, Inc.; Declan MCullagh dba Justice on Canpus; Brock Meeks
dba Cyberwire Dispatch; John Troyer dba The Safer Sex Page;
Jonat han Wal | ace dba The Ethical Spectacle; and Pl anned

Par ent hood Federation of America, Inc. W refer to these
plaintiffs collectively as the ACLU
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for the Third Crcuit, having been requested by the parties and
the district court to convene a three-judge court, pursuant to 8§
561(a) of the CDA, appointed such a court consisting of, in
addi tion to Judge Buckwal ter, Judge Stewart Dal zell of the sane
district, and herself, as the circuit judge required by 28 U S. C
§ 2284.

After a conference with the court, the parties entered
into a stipulation, which the court approved on February 26,
1996, wherein the Attorney Ceneral agreed that:

she will not initiate any investigations or
prosecutions for violations of 47 U S.C. 8§
223(d) for conduct occurring after enactnent
of this provision until the three-judge court
hears Plaintiffs' Mtion for Prelimnary

I njunction . . . and has decided the notion

The Attorney General's conmtnment was qualified to the extent
t hat :

her full authority to investigate or
prosecute any violation of 8§ 223(a)(1)(B), as
anended, and § 223(d) as to conduct which
occurs or occurred during any period of tine
after enactnment of these provisions
(including for the period of tinme to which
this stipulation applies) should the Court
deny plaintiffs' notion or, if the notion is
granted, should these provisions ultimtely
be uphel d.

Stipulation, 1 4, in C. A No. 96-963.



Shortly thereafter, the Anerican Library Association
Inc. (the ALA) and others® filed a sinmlar action at C. A No.
96- 1458. On February 27, 1996, Chief Judge Sloviter, again
pursuant to 8 561(a) of the CDA and upon request, convened the
same three-judge court pursuant to 28 U S.C. § 2284. The actions
wer e consol i dated pursuant to Fed. R Cv. P. 42(a), "for al
matters relating to the disposition of notions for prelimnary
injunction in these cases, including the hearing on such
notions."

The parties were afforded expedited discovery in
connection with the notions for prelimnary injunction, and they

cooperated with Judge Dal zel |, who had been assigned the case

3 The plaintiffs in the second action, in addition to the ALA,

are: Anerican Online, Inc.; Anmerican Booksellers Association,
Inc.; American Booksellers Foundation for Free Expression;
American Society of Newspaper Editors; Apple Conputer, Inc.;
Associ ation of American Publishers, Inc.; Association of
Publ i shers, Editors and Witers; Ctizens |Internet Enmpowernent
Coalition; Commercial Internet Exchange Associ ation; ConpuServe
| ncorporated; Famlies Against Internet Censorship; Freedomto
Read Foundation, Inc.; Health Sciences Libraries Consortium
Hotwi red Ventures LLC, Interactive Digital Software Association;
I nteractive Services Association; Mgazi ne Publishers of America,;
M crosoft Corporation; The Mcrosoft Network, L.L.C.; National
Press Phot ographers Associ ation; Netcom On-Li ne Communi cati on
Services, Inc.; Newspaper Association of Anerica; Opnet, Inc.;
Prodi gy Services Conmpany; Society of Professional Journalists;
Wred Ventures, Ltd. W refer to these plaintiffs collectively
as the ALA.

The eight counts of the anended conplaint in this action
focus on the CDA's amendnment to 47 U S.C. § 223, and do not
chal l enge the CDA' s anendnent of 18 U.S.C. § 1462(c).
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managenent aspects of the litigation. Wile the discovery was
proceeding, and with the agreenent of the parties, the court
began receiving evidence at the consolidated hearings which were
conducted on March 21 and 22, and April 1, 12 and 15, 1996. In
order to expedite the proceedings, the parties worked cl osely

wi th Judge Dal zell and arranged to stipulate to nmany of the
underlying facts and to place nuch of their cases in chief before
the court by sworn declarations, so that the hearings were

| argely devoted to cross-exam nation of certain of the w tnesses
whose decl arations had been filed. The parties submtted
proposed findings of fact and post-hearing nenoranda on April 29,

and the court heard extensive oral argunment on May 10, 1996. ¥

Y In addition, we have received briefs of am ci curiae

supporting and opposing plaintiffs' contentions. Arguing in
favor of our granting the notions for prelimnary injunction are
Aut hors CGuild, American Society of Journalists and Authors, Ed
Carp, Coalition for Positive Sexuality, CONNECTnet, Creative
Coalition on AOL, Tri Dang Do, Fem nists for Free Expression,
Margarita Lacabe, Maggi e LaNoue, LoD Conmuni cations, Peter

Ludl ow, Pal mer Museum of Art, Chuck Mre, Rod Mrgan, PEN
Anerican Center, Phil adel phia Magazine, PSINet, Inc., Eric S
Raynond, Reporters Commttee for Freedom of the Press, Don
Rittner, The Sexuality Information and Education Council of the
United States, Lloyd K Stires, Peter J. Swanson, Kirsti Thomas,
Web Conmuni cations, and Mryam Ehrlich WIlianmson. Qpposing the
notion are the Famly Life Project of the American Center for Law
and Justice and a group consisting of The National Law Center for
Children and Fam lies, Famly Research Council, "Enough Is
Enough! " Canpai gn, National Coalition for the Protection of
Children and Fam lies, and Mirality in Mdia.
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Statutory Provisions at |ssue

Plaintiffs focus their challenge on two provisions of
section 502 of the CDA which anmend 47 U.S.C. 88 223(a) and
223(d).

Section 223(a)(1)(B) provides in part that any person
in interstate or foreign communi cati ons who, "by nmeans of a

n E/ 1]

t el ecomuni cati ons devi ce, knowingly . . . makes, creates, or

solicits” and "initiates the transm ssion” of "any coment,

o The Act does not define "tel ecommuni cati ons device". By
Order dated February 27, 1996, we asked the parties to address
whet her a nbdemis a "tel ecomunications device". Plaintiffs and

t he Government answered in the affirmative, and we agree that the
pl ai n nmeani ng of the phrase and the |l egislative history of the
Act strongly support their conclusion. "Tel ecomunications"”
under 47 U.S.C. 8§ 153(48) neans "the transm ssion, between or
anong points specified by the user, of information of the user's
choosi ng, without change in the formof content of the
informati on as sent and received."” The plain neaning of "device"
is "sonething that is fornmed or fornul ated by design and
usu[ally] with consideration of possible alternatives,
experinment, and testing." Wbster's Third New Internationa
Dictionary, 618 (1986). Cearly, the sponsors of the CDA thought
it would reach individual Internet users, many of whomstill
connect through nodens. See, e.g., 141 Cong. Rec. S8329-46
(daily ed. June 14, 1995) (statenents of Sen. Exon and Sen.
Coat s) .

The resolution of the tension between the scope of
"t el ecommuni cati ons device" and the scope of "interactive
conputer service" as defined in 47 U S . C. 8§ 230(a)(2), see infra
note 6, nust await another day. It is sufficient for us to
concl ude that the exclusion of § 223(h)(1)(B) is probably a
narrow one (as the Governnment has argued), insulating an
interactive conputer service fromcrimnal liability under the
CDA but not insulating users who traffic in indecent and patently
of fensive materials on the Internet through those services.
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request, suggestion, proposal, inmage or other comrunicati on which
i s obscene or indecent, knowi ng that the recipient of the

comruni cation is under 18 years of age," "shall be crimnally
fined or inprisoned.” (enphasis added).

Section 223(d)(1) ("the patently offensive provision"),
makes it a crime to use an "interactive conputer service"? to
"send" or "display in a manner avail able" to a person under age
18, "any comment, request, suggestion, proposal, imge, or other
comruni cation that, in context, depicts or describes, in terns
patently offensive as neasured by contenporary conmunity
standards, sexual or excretory activities or organs, regardless
of whet her the user of such service placed the call or initiated
t he communi cation. "

Plaintiffs also challenge on the sanme grounds the
provisions in 8§ 223(a)(2) and 8§ 223(d)(2), which make it a crinme
for anyone to "knowingly permt[] any tel ecomunications facility
under [his or her] control to be used for any activity

prohi bited" in 88 223(a)(1)(B) and 223(d)(1). The chall enged

¥  The statute at § 509 anends 47 U.S.C. to add § 230(e)(2),

whi ch defines such a service as "any information service, system
or access software provider that provides or enabl es conputer
access by multiple users to a conputer server, including
specifically a service or systemthat provides access to the

I nternet and such systens operated or services offered by
libraries or educational institutions."
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provi sions i npose a punishnent of a fine, up to two years
i nprisonnent, or both for each offense.

Plaintiffs make clear that they do not quarrel with the
statute to the extent that it covers obscenity or child
por nogr aphy, which were already proscribed before the CDA s
adoption. See 18 U S.C. 88 1464-65 (crimnalizing obscene
material); id. 88 2251-52 (crimnalizing child pornography); see

also New York v. Ferber, 458 U. S. 747 (1982); Mller v.

California, 413 U.S. 15 (1973).

Plaintiffs in the ACLU action al so chall enge the
provision of the CDA that crimnalizes speech over the Internet
that transmts information about abortions or abortifacient drugs
and devices, through its anmendnent of 18 U . S.C. 8§ 1462(c). That
section now prohibits the sending and receiving of information
over the Internet by any neans regardi ng "where, how, or of whom
or by what neans any [drug, nedicine, article, or thing designed,
adapted, or intended for producing abortion] may be obtained or
made". The Covernnent has stated that it does not contest
plaintiffs' challenge to the enforceability of the provision of

the CDA as it relates to 18 U.S.C. § 1462(c). ”

z In the Governnment's Opposition to plaintiffs' notion for a

tenporary restraining order in C.A No. 96-963, it notes "the
Department has a | ongstandi ng policy that previous such
(continued...)
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As part of its argunment that the CDA passes
constitutional nuster, the Governnent cites the CDA's "safe
har bor" defenses in new 8§ 223(e) of 47 U.S.C., which provides:

(e) Defenses

In addition to any ot her defenses avail abl e
by | aw

(1) No person shall be held to have viol ated
subsection (a) or (d) of this section solely for
provi di ng access or connection to or froma
facility, system or network not under that
person's control, including transm ssion,
downl oadi ng, internedi ate storage, access
software, or other related capabilities that are
i ncidental to providing such access or connection
t hat does not include the creation of the content
of the communi cation

(2) The defenses provided by paragraph (1)
of this subsection shall not be applicable to a
person who is a conspirator wwth an entity
actively involved in the creation or know ng
di stribution of comunications that violate this
section, or who know ngly advertises the
avai lability of such communi cati ons.

' (...continued)

provi sions are unconstitutional and will not be enforced", and
that both President Cinton and General Reno "have made th[e]
point clear"” that no one will be prosecuted under "the abortion-
rel ated provision of newl y-anended 18 U.S.C. § 1462(c)."
Qpposition at 19, n. 11 (February 14, 1996). In view of this

"l ongst andi ng policy", the Governnent contends there is no
realistic fear of prosecution and, so the argunent goes, no need
for equitable relief. 1d. |In their post-hearing brief, the ACLU
plaintiffs informus that in view of the Governnment's statenent,
"they do not seek a prelimnary injunction against the
enforcenent of 8§ 1462(c)." Post-Trial Brief of ACLU Plaintiffs
at 2 n. 2.
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(3) The defenses provided in paragraph (1)
of this subsection shall not be applicable to a
person who provi des access or connection to a
facility, system or network engaged in the
violation of this section that is owned or
control |l ed by such person.

(4) No enployer shall be held Iiable under
this section for the actions of an enpl oyee or
agent unl ess the enpl oyee's or agent's conduct is
Wi thin the scope of his or her enploynent or
agency and the enployer (A) having know edge of
such conduct, authorizes or ratifies such conduct,
or (B) recklessly disregards such conduct.

(5) It is a defense to a prosecution under
subsection (a)(1)(B) or (d) of this section, or
under subsection (a)(2) of this section with
respect to the use of a facility for an activity
under subsection (a)(1)(B) that a person --

(A) has taken, in good faith, reasonable,
effective, and appropriate actions under the
circunstances to restrict or prevent access by
mnors to a comruni cation specified in such
subsections, which may involve any appropriate
nmeasures to restrict mnors from such
conmuni cations, including any nmethod which is
f easi bl e under avail abl e technol ogy; or

(B) has restricted access to such
comuni cation by requiring use of a verified
credit card, debit account, adult access code, or
adult personal identification nunber.

(6) The [Federal Commrunications] Comm ssion
may descri be neasures which are reasonabl e,
effective, and appropriate to restrict access to
prohi bi ted communi cati ons under subsection (d) of
this section. Nothing in this section authorizes
the Commi ssion to enforce, or is intended to
provide the Comm ssion with the authority to
approve, sanction, or permt, the use of such
nmeasures. The Conmm ssion shall have no

-10-



enforcenent authority over the failure to utilize
such neasures.
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.
FI NDI NGS OF FACT

All parties agree that in order to apprehend the | egal

guestions at issue in these cases, it is necessary to have a
cl ear understandi ng of the exponentially grow ng, worldw de
mediumthat is the Internet, which presents unique issues
relating to the application of First Amendnent jurisprudence and
due process requirenents to this new and evol vi ng net hod of
comruni cation. For this reason all parties insisted on having
extensive evidentiary hearings before the three-judge court.

The court's Findings of fact are made pursuant to Fed. R
Cv. P. 52(a). The history and basic technol ogy of this nmedi um
are not in dispute, and the first forty-ei ght paragraphs of the
followi ng Findings of fact are derived fromthe |ike-nunbered

par agr aphs of a stipulation? the parties filed with the court.?

& The court again expresses its appreciation to the parties

for their cooperative attitude in evolving the stipulation.
Y The Governnent has not by notion chall enged the standi ng of
any plaintiff in either case, and we harbor no doubts of our own
on that point, notw thstanding the Governnent's suggestion in a
footnote of its post-hearing brief. See Defendants' Post-Hearing
Menmorandum at 37 n. 46 ("Plaintiffs' assertions as to the speech
at issue are so off-point as to raise standing concerns.").
Descriptions of these plaintiffs, as well as of the nature and
content of the speech they contend is or may be affected by the
CDA, are set forth in paragraphs 70 through 356 at pages 30
t hrough 103 of the parties' stipulation filed in these actions.
(continued...)
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The Nature of Cyberspace

The Creation of the Internet and the Devel opnent of Cyberspace

1. The Internet is not a physical or tangible entity,
but rather a giant network which interconnects innunerable
smal | er groups of |inked conputer networks. It is thus a network
of networks. This is best understood if one considers what a
linked group of conputers -- referred to here as a "network" --
is, and what it does. Small networks are now ubi quitous (and are
often called "local area networks"). For exanple, in many United
St at es Courthouses, conputers are linked to each other for the
pur pose of exchanging files and nessages (and to share equi pnent
such as printers). These are networks.

2. Sonme networks are "closed" networks, not linked to
ot her conmputers or networks. Many networks, however, are
connected to other networks, which are in turn connected to other
networks in a manner which permts each conputer in any network
to comruni cate with conputers on any other network in the system
This gl obal Web of |inked networks and conputers is referred to

as the Internet.

¥ (...continued)

These paragraphs will not be reproduced here, but will be deened
adopted as Findings of the court.
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3. The nature of the Internet is such that it is very
difficult, if not inpossible, to determne its size at a given
monment. It is indisputable, however, that the Internet has
experienced extraordinary growh in recent years. |In 1981, fewer
than 300 conputers were linked to the Internet, and by 1989, the
nunber stood at fewer than 90,000 conmputers. By 1993, over
1, 000, 000 conmputers were |linked. Today, over 9,400,000 host
conmputers worl dwi de, of which approxinmately 60 percent | ocated
within the United States, are estimated to be linked to the
Internet. This count does not include the personal conputers
peopl e use to access the Internet using nodens. |In all,
reasonabl e estimates are that as many as 40 mllion peopl e around
the world can and do access the enornmously flexible comrunication
Internet medium That figure is expected to growto 200 mllion
I nternet users by the year 1999.

4. Some of the conputers and conputer networks that
meke up the Internet are owned by governnental and public
institutions, sone are owned by non-profit organizations, and
sonme are privately owned. The resulting whole is a
decentral i zed, global nedium of comunications -- or "cyberspace"
-- that links people, institutions, corporations, and governnents
around the world. The Internet is an international system This

comruni cations nmediumallows any of the literally tens of
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mllions of people with access to the Internet to exchange
information. These conmuni cati ons can occur al nost

i nst ant aneously, and can be directed either to specific

i ndividuals, to a broader group of people interested in a
particul ar subject, or to the world as a whol e.

5. The Internet had its origins in 1969 as an
experinental project of the Advanced Research Project Agency
("ARPA"), and was called ARPANET. This network |inked conputers
and conputer networks owned by the mlitary, defense contractors,
and university | aboratories conducting defense-rel ated research.
The network | ater allowed researchers across the country to
access directly and to use extrenely powerful superconputers
| ocated at a few key universities and | aboratories. As it
evol ved far beyond its research origins in the United States to
enconpass universities, corporations, and people around the
worl d, the ARPANET cane to be called the "DARPA Internet," and
finally just the "Internet."

6. Fromits inception, the network was designed to be
a decentralized, self-maintaining series of redundant |inks
bet ween conmput ers and conputer networks, capable of rapidly
transmtting comruni cations w thout direct human invol venent or
control, and wth the automatic ability to re-route

comruni cations if one or nore individual |inks were damaged or
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ot herwi se unavail able. Anong other goals, this redundant system
of linked conputers was designed to allow vital research and
comruni cations to continue even if portions of the network were
damaged, say, in a war

7. To achieve this resilient nationw de (and
ultimately global) conmuni cati ons nedium the ARPANET encour aged
the creation of multiple links to and from each conputer (or
conputer network) on the network. Thus, a conputer |ocated in
Washi ngton, D.C., mght be linked (usually using dedicated
t el ephone lines) to other conputers in neighboring states or on
the Eastern seaboard. Each of those conputers could in turn be
linked to other conputers, which thensel ves would be linked to
ot her conputers.

8. A communi cation sent over this redundant series of
i nked conputers could travel any of a nunber of routes to its
destination. Thus, a nessage sent froma conputer in Washi ngton,
D.C., to a conputer in Palo Alto, California, mght first be sent
to a conputer in Philadel phia, and then be forwarded to a
conputer in Pittsburgh, and then to Chicago, Denver, and Salt
Lake City, before finally reaching Palo Alto. [|f the nessage
could not travel along that path (because of mlitary attack,
sinpl e technical malfunction, or other reason), the nessage woul d

automatically (w thout human intervention or even know edge) be
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re-routed, perhaps, from Wshington, D.C. to Ri chnond, and then
to Atlanta, New Ol eans, Dallas, Al buquerque, Los Angeles, and
finally to Palo Alto. This type of transm ssion, and re-routing,
woul d likely occur in a matter of seconds.

9. Messages between conputers on the Internet do not
necessarily travel entirely along the sanme path. The Internet
uses "packet sw tching" conmunication protocols that allow
i ndi vi dual nessages to be subdivided into smaller "packets" that
are then sent independently to the destination, and are then
automatically reassenbl ed by the receiving conputer. Wile al
packets of a given nessage often travel along the sane path to
the destination, if conputers along the route becone overl oaded,
t hen packets can be re-routed to | ess | oaded conmputers.

10. At the same tinme that ARPANET was maturing (it
subsequently ceased to exist), simlar networks developed to |ink
universities, research facilities, businesses, and individuals
around the world. These other formal or |oose networks included
Bl TNET, CSNET, FIDONET, and USENET. Eventually, each of these
networ ks (many of which overl apped) were thensel ves |inked
together, allow ng users of any conputers linked to any one of
the networks to transmt conmunications to users of conputers on

other networks. It is this series of |inked netwrks (thensel ves
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i nking computers and conputer networks) that is today commonly
known as the Internet.

11. No single entity -- academ c, corporate,
governnental, or non-profit -- admnisters the Internet. It
exi sts and functions as a result of the fact that hundreds of
t housands of separate operators of conputers and conputer
net wor ks i ndependently decided to use common data transfer
protocols to exchange conmuni cations and i nformati on with other
conmputers (which in turn exchange comuni cati ons and i nformation
with still other conputers). There is no centralized storage
| ocation, control point, or comruni cati ons channel for the
Internet, and it would not be technically feasible for a single

entity to control all of the information conveyed on the

| nt er net .
How | ndi vi dual s Access the Internet
12. Individuals have a wide variety of avenues to
access cyberspace in general, and the Internet in particular. In

terns of physical access, there are two common nethods to
establish an actual link to the Internet. First, one can use a
conmputer or conputer termnal that is directly (and usually
permanent|ly) connected to a conputer network that is itself

directly or indirectly connected to the Internet. Second, one
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can use a "personal conputer” with a "nodentf to connect over a
tel ephone line to a | arger conputer or conputer network that is
itself directly or indirectly connected to the Internet. As
detail ed bel ow, both direct and nodem connections are nade
avail able to people by a wide variety of academ c, governnent al
or comrercial entities.

13. Students, faculty, researchers, and others
affiliated wwth the vast majority of colleges and universities in
the United States can access the Internet through their
educational institutions. Such access is often via direct
connection using conputers located in canpus libraries, offices,
or conputer centers, or may be through tel ephone access using a
nodem from a student's or professor's canpus or off-canpus
| ocation. Sone colleges and universities install "ports" or
outlets for direct network connections in each dormtory room or
provi de access via conputers |located in comobn areas in
dormtories. Such access enables students and professors to use
informati on and content provided by the college or university
itself, and to use the vast anmount of research resources and
other information available on the Internet worl dw de.

14. Simlarly, Internet resources and access are
sufficiently inportant to many corporations and ot her enpl oyers

that those enployers link their office conputer networks to the
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I nternet and provide enpl oyees with direct or nodem access to the
of fice network (and thus to the Internet). Such access m ght be
used by, for exanple, a corporation involved in scientific or

nmedi cal research or manufacturing to enabl e corporate enpl oyees
to exchange information and ideas with academ c researchers in
their fields.

15. Those who | ack access to the Internet through
their schools or enployers still have a variety of ways they can
access the Internet. Many communities across the country have
established "free-nets" or community networks to provide their
citizens with a local link to the Internet (and to provide |ocal -
oriented content and di scussion groups). The first such
communi ty network, the C eveland Free-Net Community Conputer
System was established in 1986, and free-nets now exist in
scores of communities as diverse as R chnond, Virginia,

Tal | ahassee, Florida, Seattle, Washington, and San Di ego,
California. |Individuals typically can access free-nets at little
or no cost via nodem connection or by using conputers avail able
in community buildings. Free-nets are often operated by a I ocal

l'ibrary, educational institution, or non-profit conmmunity group.

16. Individuals can also access the Internet through
many local libraries. Libraries often offer patrons use of
conputers that are linked to the Internet. |In addition, sone
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libraries offer tel ephone nodem access to the libraries’
conputers, which are thensel ves connected to the Internet.

I ncreasi ngly, patrons now use |ibrary services and resources

W t hout ever physically entering the library itself. Libraries
typically provide such direct or nodem access at no cost to the
i ndi vi dual user.

17. Individuals can al so access the Internet by
patroni zi ng an i ncreasing nunber of storefront "conputer coffee
shops," where custoners -- while they drink their coffee -- can
use conputers provided by the shop to access the Internet. Such
I nternet access is typically provided by the shop for a smal
hourly fee.

18. Individuals can al so access the Internet through
comrerci al and non-commercial "lInternet service providers" that
typically offer nodemtel ephone access to a conputer or conputer
network linked to the Internet. Many such providers -- including
the nmenbers of plaintiff Commercial |Internet Exchange Associ ation
-- are commercial entities offering Internet access for a
monthly or hourly fee. Sone Internet service providers, however,
are non-profit organizations that offer free or very | ow cost
access to the Internet. For exanple, the International Internet

Associ ation offers free nodem access to the Internet upon
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request. Also, a nunber of trade or other non-profit
associ ations offer Internet access as a service to nenbers.

19. Anot her common way for individuals to access the
Internet is through one of the major national commercial "online
servi ces" such as Anerica Online, ConpuServe, the M crosoft
Net wor k, or Prodigy. These online services offer nationw de
conmputer networks (so that subscribers can dial-in to a |oca
t el ephone nunber), and the services provide extensive and well
organi zed content within their own proprietary conputer networks.
In addition to allow ng access to the extensive content avail able
wi thin each online service, the services also allow subscribers
to link to the nuch | arger resources of the Internet. Ful
access to the online service (including access to the Internet)
can be obtained for nodest nonthly or hourly fees. The major
commerci al online services have al nost twelve mllion individua
subscri bers across the United States.

20. In addition to using the national commerci al
online services, individuals can also access the Internet using
some (but not all) of the thousands of |ocal dial-in conputer
services, often called "bulletin board systens” or "BBSs." Wth
an investnment of as little as $2,000.00 and the cost of a
t el ephone line, individuals, non-profit organizations, advocacy

groups, and businesses can offer their own dial-in conputer
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"bul l etin board" service where friends, nenbers, subscribers, or
customers can exchange ideas and information. BBSs range from
single conputers with only one tel ephone line into the conputer
(allowing only one user at a tine), to single conputers with many
tel ephone lines into the conputer (allow ng multiple sinultaneous
users), to nultiple linked conputers each servicing nultiple
dial-in tel ephone lines (allowng multiple sinultaneous users).
Some (but not all) of these BBS systens offer direct or indirect
links to the Internet. Sone BBS systens charge users a nom nal

fee for access, while nmany others are free to the individual

users.

21. Al though comrercial access to the Internet is
growi ng rapidly, many users of the Internet -- such as coll ege
students and staff -- do not individually pay for access (except

to the extent, for exanple, that the cost of conputer services is
a conponent of college tuition). These and other Internet users
can access the Internet wthout paying for such access with a

credit card or other formof paynent.

Met hods to Conmmuni cate Over the Internet
22. Once one has access to the Internet, there are a
w de variety of different nethods of comrunication and

i nformati on exchange over the network. These many net hods of
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comruni cation and information retrieval are constantly evol ving
and are therefore difficult to categorize concisely. The nost
common net hods of comruni cations on the Internet (as well as
Wi thin the major online services) can be roughly grouped into six
cat egori es:

(1) one-to-one nessaging (such as "e-nmail"),

(2) one-to-many nessagi ng (such as "listserv"),

(3) distributed nmessage dat abases (such as
"USENET newsgroups"),

(4) real time conmmunication (such as "Internet
Rel ay Chat"),

(5) real tinme renote conputer utilization (such
as "telnet"), and

(6) renote information retrieval (such as "ftp,"
"gopher," and the "World Wde Wb").

Most of these nmethods of communi cation can be used to transmt
text, data, conputer prograns, sound, visual images (i.e.,
pi ctures), and noving video inmages.

23. One-to0-one nessaging. One nethod of conmuni cati on

on the Internet is via electronic nmail, or "e-mail," conparable
in principle to sending a first class letter. One can address
and transmt a nessage to one or nore other people. E-nail on
the Internet is not routed through a central control point, and
can take many and varying paths to the recipients. Unlike postal

mail, sinple e-nmail generally is not "seal ed" or secure, and can
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be accessed or viewed on internedi ate conputers between the
sender and recipient (unless the nessage is encrypted).

24. One-to-many nessaging. The Internet al so contains

automatic mailing list services (such as "listservs"), [also
referred to by witnesses as "mail exploders”] that allow
comruni cati ons about particular subjects of interest to a group
of people. For exanple, people can subscribe to a "listserv”
mailing list on a particular topic of interest to them The
subscri ber can submt nessages on the topic to the listserv that
are forwarded (via e-nail), either automatically or through a
human noder ator overseeing the |istserv, to anyone who has
subscribed to the mailing list. A recipient of such a nessage
can reply to the nessage and have the reply also distributed to
everyone on the mailing list. This service provides the
capability to keep abreast of devel opnents or events in a
particul ar subject area. Most |istserv-type mailing lists
automatically forward all incomng nessages to all mailing |ist
subscri bers. There are thousands of such nailing |ist services
on the Internet, collectively with hundreds of thousands of
subscri bers. Users of "open" listservs typically can add or
renove their names fromthe mailing list automatically, with no

di rect human invol venent. Listservs nmay also be "closed,” i.e.,
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only allowng for one's acceptance into the listserv by a human
noder at or .

25. Distributed nessage databases. Simlar in

function to listservs -- but quite different in how
comruni cations are transmtted -- are distributed nessage
dat abases such as "USENET newsgroups." User-sponsored newsgroups

are anong the nost popul ar and w despread applications of

I nternet services, and cover all inmaginable topics of interest to
users. Like listservs, newsgroups are open di scussions and
exchanges on particular topics. Users, however, need not
subscribe to the discussion mailing list in advance, but can

i nstead access the database at any tine. Sone USENET newsgroups
are "noderated" but nobst are open access. For the noderated

newsgr oups, ¥

all nessages to the newsgroup are forwarded to one
person who can screen themfor relevance to the topics under

di scussion. USENET newsgroups are di ssem nated using ad hoc,
peer to peer connections between approxi mately 200,000 conputers
(call ed USENET "servers") around the world. For unnoderated
newsgr oups, when an individual user with access to a USENET

server posts a nessage to a newsgroup, the nessage is

automatically forwarded to all adjacent USENET servers that

10/ It became clear fromthe testinony that noderated newsgroups

are the exception and unnoderated newsgroups are the rule.
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furni sh access to the newsgroup, and it is then propagated to the
servers adjacent to those servers, etc. The nessages are
tenporarily stored on each receiving server, where they are
avai |l able for review and response by individual users. The
nmessages are automatically and periodically purged from each
system after a tinme to make room for new nmessages. Responses to
nmessages, like the original nessages, are automatically
distributed to all other conputers receiving the newsgroup or
forwarded to a noderator in the case of a noderated newsgroup.
The di ssem nation of nmessages to USENET servers around the world
is an automated process that does not require direct human
intervention or review.

26. There are newsgroups on nore than fifteen thousand
different subjects. 1In 1994, approxinmately 70,000 nessages were
posted to newsgroups each day, and those nessages were
distributed to the approximately 190, 000 conputers or conputer
networks that participate in the USENET newsgroup system Once
t he nessages reach the approximately 190, 000 recei ving conputers
or conmputer networks, they are avail able to individual users of
those conputers or conputer networks. Collectively, alnost
100, 000 new nessages (or "articles") are posted to newsgroups

each day.
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27. Real tine communication. In addition to

transmtting nessages that can be |ater read or accessed,
i ndividuals on the Internet can engage in an imedi ate dialog, in
"real tinme", wth other people on the Internet. 1In its sinplest
fornms, "tal k" allows one-to-one communications and "I nternet
Relay Chat" (or IRC) allows two or nore to type nessages to each
ot her that al nost inmedi ately appear on the others' conputer
screens. |RC is analogous to a tel ephone party line, using a
conput er and keyboard rather than a tel ephone. Wth IRC
however, at any one tinme there are thousands of different party
lines available, in which collectively tens of thousands of users
are engagi ng in conversations on a huge range of subjects.
Mor eover, one can create a new party line to discuss a different
topic at any tine. Sone |RC conversations are "noderated" or
i ncl ude "channel operators.”

28. In addition, comrercial online services such as
Anmerica Online, ConpuServe, the Mcrosoft Network, and Prodigy
have their own "chat" systens allow ng their nenbers to converse.

29. Real tine renpte conputer utilization. Another

nmet hod to use information on the Internet is to access and
control renote conputers in "real tinme" using "telnet."” For
exanpl e, using telnet, a researcher at a university would be able

to use the conputing power of a superconputer |ocated at a
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different university. A student can use telnet to connect to a
renote library to access the library's online card catal og
program

30. Renote information retrieval. The final ngjor

category of conmuni cation nmay be the nost well known use of the
Internet -- the search for and retrieval of information | ocated
on renote conputers. There are three primary nethods to | ocate
and retrieve information on the Internet.

31. A sinple nethod uses "ftp" (or file transfer
protocol) to list the nanes of conputer files avail able on a
renote conputer, and to transfer one or nore of those files to an
i ndividual's | ocal conputer.

32. Anot her approach uses a program and fornmat naned
"gopher"” to guide an individual's search through the resources

avai |l abl e on a renote conputer

The World Wde Wb
33. A third approach, and fast becom ng the nost well -
known on the Internet, is the "Wrld Wde Wb." The Wb utilizes
a "hypertext" formatting | anguage cal |l ed hypertext markup
| anguage (HTM.), and prograns that "browse" the Wb can displ ay
HTML docunents contai ning text, inmages, sound, animtion and

nmovi ng video. Any HTM. docunent can include links to other types
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of information or resources, so that while view ng an HTM.
docunent that, for exanple, describes resources avail able on the
I nternet, one can "click"” using a conputer nobuse on the
description of the resource and be imedi ately connected to the
resource itself. Such "hyperlinks" allow information to be
accessed and organi zed in very flexible ways, and all ow people to
| ocate and efficiently viewrelated infornmation even if the
information is stored on nunerous conputers all around the world.

34. Purpose. The Wrld Wde Wb (WBC) was created to
serve as the platformfor a global, online store of know edge,
containing information froma diversity of sources and accessible
to Internet users around the world. Though information on the
Web is contained in individual conputers, the fact that each of
these conputers is connected to the Internet through WBC
protocols allows all of the information to becone part of a
singl e body of knowl edge. It is currently the nost advanced
i nformati on system devel oped on the Internet, and enbraces within
its data nodel nost information in previous networked information
systens such as ftp, gopher, wais, and Usenet.

35. History. WBC was originally devel oped at CERN,
t he European Particle Physics Laboratory, and was initially used
to allow information sharing within internationally dispersed

teans of researchers and engineers. Oiginally ained at the High
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Energy Physics community, it has spread to other areas and
attracted nuch interest in user support, resource recovery, and
many ot her areas whi ch depend on col |l aborative and i nformation
sharing. The Web has extended beyond the scientific and academ c
community to include comrunications by individuals, non-profit
organi zati ons, and busi nesses.

36. Basic Operation. The Wrld Wde Wb is a series

of docunents stored in different conputers all over the Internet.
Docunents contain information stored in a variety of formats,
including text, still images, sounds, and video. An essenti al
el ement of the Web is that any docunent has an address (rather
like a tel ephone nunber). Mst Wb docunents contain "links."
These are short sections of text or image which refer to anot her
docunent. Typically the linked text is blue or underlined when
di spl ayed, and when sel ected by the user, the referenced docunent
is automatically displayed, wherever in the world it actually is
stored. Links for exanple are used to | ead from overvi ew
docunents to nore detail ed docunents, fromtables of contents to
particul ar pages, but also as cross-references, footnotes, and
new fornms of information structure.

37. Many organi zati ons now have "hone pages" on the
Web. These are docunents which provide a set of |inks designed

to represent the organization, and through |links fromthe hone
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page, guide the user directly or indirectly to information about
or relevant to that organization

38. As an exanple of the use of links, if these
Fi ndings were to be put on a Wrld Wde Wb site, its honme page
m ght contain |inks such as those:
*THE NATURE OF CYBERSPACE
*CREATI ON OF THE | NTERNET AND THE DEVELOPMENT OF CYBERSPACE
*HOW PEOPLE ACCESS THE | NTERNET
*METHODS TO COMVUNI CATE OVER THE | NTERNET

39. Each of these links takes the user of the site
fromthe beginning of the Findings to the appropriate section
wWithin this Adjudication. Links nay also take the user fromthe
original Wb site to another Wb site on anot her conputer
connected to the Internet. These Iinks fromone conputer to
anot her, from one docunent to another across the Internet, are
what unify the Web into a single body of know edge, and what
mekes the Web uni que. The Wb was designed with a maxi numtarget
time to follow a |ink of one tenth of a second.

40. Publishing. The Wrld Wde Wb exists

fundanental ly as a platformthrough which people and
organi zati ons can comruni cate through shared i nformation. Wen
information is nmade available, it is said to be "published" on

the Web. Publishing on the Web sinply requires that the
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"publisher” has a conputer connected to the Internet and that the
conmputer is running WBC server software. The conputer can be as
sinple as a small personal conputer costing | ess than $1500
dollars or as conplex as a nulti-mllion dollar mainfrane
conmputer. Many Web publishers choose instead to | ease disk
storage space from soneone el se who has the necessary conputer
facilities, elimnating the need for actually owni ng any

equi pment onesel f.

41. The Wb, as a universe of network accessible
information, contains a variety of docunents prepared with quite
varyi ng degrees of care, fromthe hastily typed idea, to the
prof essional |y executed corporate profile. The power of the Wb
stenms fromthe ability of a link to point to any docunent,
regardl ess of its status or physical |ocation.

42. Information to be published on the Wb nust al so
be formatted according to the rules of the Wb standards. These
standardi zed formats assure that all Wb users who want to read
the material will be able to viewit. Wb standards are
sophi sticated and fl exi bl e enough that they have grown to neet
t he publishing needs of many | arge corporations, banks, brokerage
houses, newspapers and magazi nes whi ch now publish "online"
editions of their material, as well as governnent agencies, and

even courts, which use the Wb to dissemnate information to the
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public. At the same tinme, Web publishing is sinple enough that

t housands of individual users and small community organi zations
are using the Web to publish their own personal "hone pages," the
equi val ent of individualized newsletters about that person or
organi zati on, which are available to everyone on the Wb.

43. \Web publishers have a choice to nake their Wb
sites open to the general pool of all Internet users, or close
them thus nmaking the information accessible only to those with
advance aut hori zation. Many publishers choose to keep their
sites open to all in order to give their information the w dest
potenti al audience. In the event that the publishers choose to
mai ntain restrictions on access, this may be acconpli shed by
assi gni ng specific user nanmes and passwords as a prerequisite to
access to the site. O, in the case of Wb sites maintained for
internal use of one organization, access wll only be allowed
fromother conputers within that organization's |ocal network. ¥

44, Searching the Wb. A variety of systens have

devel oped that allow users of the Wb to search particul ar
information anong all of the public sites that are part of the
Web. Services such as Yahoo, Magellan, Altavista, Whbcrawer,

and Lycos are all services known as "search engi nes" which all ow

e The evi dence adduced at the hearings provided detail to this

paragraph of the parties' stipulation. See Findings 95 to 107.
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users to search for Wb sites that contain certain categories of
information, or to search for key words. For exanple, a Wb user
| ooking for the text of Suprenme Court opinions would type the
words "Suprenme Court"™ into a search engine, and then be presented
with alist of World Wde Wb sites that contain Suprene Court
information. This list would actually be a series of links to
those sites. Having searched out a nunber of sites that m ght
contain the desired information, the user would then foll ow

i ndi vi dual |inks, browsing through the information on each site,
until the desired material is found. For many content providers
on the Web, the ability to be found by these search engines is
very inportant.

45. Common standards. The Wb |inks together

di sparate informati on on an ever-grow ng nunber of |nternet-

i nked conputers by setting common information storage formats
(HTM.) and a common | anguage for the exchange of Wb docunents
(HTTP). Although the information itself may be in many different
formats, and stored on conputers which are not otherw se
conpati bl e, the basic Wb standards provide a basic set of

st andards whi ch all ow conmuni cati on and exchange of i nfornmation.
Despite the fact that many types of conputers are used on the
Web, and the fact that many of these machi nes are ot herw se

i nconpati bl e, those who "publish" information on the Wb are able
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to communicate with those who seek to access information with
little difficulty because of these basic technical standards.

46. A distributed systemwith no centralized control .

Runni ng on tens of thousands of individual conputers on the
Internet, the Web is what is known as a distributed system The
Web was designed so that organizations with conputers containing
i nformati on can becone part of the Wb sinply by attaching their
conputers to the Internet and running appropriate Wrld Wde Wb
software. No single organization controls any nenbership in the
Web, nor is there any single centralized point from which

i ndi vidual Web sites or services can be bl ocked fromthe Wb.
From a user's perspective, it may appear to be a single,
integrated system but inreality it has no centralized contro
poi nt .

47. Contrast to closed databases. The Wb's open,

di stributed, decentralized nature stands in sharp contrast to
nost information systens that have cone before it. Private

i nformation services such as Westlaw, Lexis/Nexis, and Di al og,
have contai ned | arge storehouses of know edge, and can be
accessed fromthe Internet with the appropriate passwords and
access software. However, these databases are not |inked

together into a single whole, as is the Wrld Wde Wb.
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48. Success of the Wb in research, education, and

political activities. The Wrld Wde Wb has becone so popul ar

because of its open, distributed, and easy-to-use nature. Rather
than requiring those who seek information to purchase new
software or hardware, and to learn a new kind of systemfor each
new dat abase of information they seek to access, the Wb
environment nmakes it easy for users to junp fromone set of
information to another. By the sane token, the open nature of
the Web nmakes it easy for publishers to reach their intended

audi ences wi thout having to know i n advance what ki nd of conputer
each potential reader has, and what kind of software they will be

usi ng.
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Restricting Access to Unwanted On-Line Material ¥

Pl CS

49. Wth the rapid gromh of the Internet, the
i ncreasi ng popularity of the Web, and the existence of materi al
online that sone parents may consider inappropriate for their
children, various entities have begun to build systens intended
to enable parents to control the material which conmes into their
homes and may be accessible to their children. The Wrld Wde
Web Consortium | aunched the PICS ("Platformfor Internet Content
Sel ection”) programin order to devel op technical standards that
woul d support parents' ability to filter and screen material that
their children see on the Wb

50. The Consortiumintends that PICS will provide the
ability for third parties, as well as individual content
providers, to rate content on the Internet in a variety of ways.

When fully inplenmented, PICS-conpatible Wrld Wde Wb browsers,

12l Testi nony adduced at the hearing suggests that market forces

exist tolimt the availability of material on-line that parents
consi der inappropriate for their children. Although the parties
sharply dispute the efficacy of so-called "parental enpowernent”
software, there is a sufficiently wi de zone of agreenent on what
is available to restrict access to unwanted sites that the
partie