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Presently before the Court is a Mdtion to D sm ss pursuant
to Federal Rule of Cvil Procedure 12(b)(6) filed by Defendant
Dana R Kitzmller (“Kitzmller” or “Defendant”) in this matter
initiated by Plaintiff D RECTV, Inc. (“DIRECTV' or “Plaintiff”)
against Kitzmller and several other named defendants,! all eging
t hat Def endant purchased a device comonly used by persons to
assist in the unauthorized interception of DIRECTV s satellite

programm ng (“device” or “pirate access device”) in violation of

! Plaintiff’s Conplaint originally nanmed twel ve
def endants, several of whom have been term nated fromthe Court’s
docket. The notions now pendi ng before the Court have cone to us
from Defendant Dana R Kitzmller only, whose Mtion to Sever
(Doc. No. 24) has been granted by the Court in a separate Order.

Al so pending before the Court is Kitzmller’s Mtion
for More Definite Statement Pursuant to Federal Rule of Givil
Procedure 12(e), which provides that a party may nove for a nore
definite statenent before interposing a responsive pleading if
the pleading to which a responsive pleading is permtted is so
vague or anbi guous that a party cannot reasonably be required to
frame a responsive pleading. See Fed. R Gv. P. 12(e). Since
we grant in part and deny in part Kitzmller’s Mtion to D smss,
finding that Plaintiff’'s Conplaint sufficiently states clains
upon which relief can be granted, we DISM SS AS MOOT Kitzmller’s
Motion for More Definite Statenent.



federal and state statutory, and state conmon law. Plaintiff’s
Conpl ai nt seeks damages and injunctive relief against Defendant
on six counts, including: Count 1 - Danages for Violations of
Cabl e Communi cations Policy Act, 47 U S.C. 8 605(e)(3)(C; Count
2 - Damages for Violations of 18 U. S.C. 8§ 2511; Count 3 - Dammges
for Possession, Manufacture, and/or Assenbly of Electronic,
Mechani cal or Ot her Device or Equipnent, 18 U S. C. 8§ 2512; Count
4 - Damages for WIIful Assenbly or Modification of Devices or
Equi pnrent, 47 U.S.C. 8§ 605(e)(4); Count 5 - Civil Conversion
under Pennsylvania | aw;, and Count 6 - Possession of Devices for
Theft in Violation of Pennsyl vania Consolidated Statutes, 18 Pa.
Cons. Stat. 8 910. For the follow ng reasons, Kitzmller’s

Motion to Dismss is GRANTED I N PART and DENI ED | N PART

. BACKGROUND

DI RECTV is a Californi a-based conpany in the business of
distributing satellite tel evision broadcasts throughout the
United States by relaying digital signals fromw thin the United
States up to satellites hovering thousands of mles above Earth,
whi ch signals are then broadcast back to Earth and are received
t hrough the use of a fixed outdoor satellite dish designed to
capture the satellite signals. The satellite dish is connected
by cable to an indoor satellite receiver which is then connected

by cable to a tel evision nonitor.



To prevent unauthorized reception and use of D RECTV s
broadcasts by individuals who have not paid for the service,
DI RECTV uses encryption technology to digitally scranble the
si gnal making the signal unusable until it is unscranbled by a
satellite receiver, which contains a renovabl e access card that
manages the opening and cl osing of television channels offered by
DI RECTV. When a DI RECTV custoner pays a subscription fee,
DI RECTV el ectronically directs the access card to unscranbl e
portions of the satellite signal allow ng custoners to view
prograns on their television and/or listen to certain high
qual ity audi o prograns communi cated by satellite. DI RECTV' s nain
revenue source is from paynent by authorized users for its
satellite progranm ng.

In its Conplaint, Plaintiff alleges that Defendant purchased
a device, froma distributor of such devices, to surreptitiously
pirate its satellite signals, and effected unauthorized
interception and receipt of Plaintiff’s satellite programmng in
viol ation of federal tel econunication and w retapping |aws and
state statutory and common |law. Specifically, Plaintiff alleges
that, on or about August 17, 2001, Defendant purchased a
conbi nati on package invoiced as a “X-Term nator Unl ooper/ Vect or
Next Ceneration Progranmmer Conbo,” which consisted of an unl ooper
and a smart card programer. (Conpl. q 20.) Plaintiff also

al l eges that the unlooper is designed to repair access cards that



have been rendered unusable by illegitimte use, and is
specifically designed for use with certain software further
permtting the illegal progranm ng of valid DI RECTV access
devices. (ld.) Further, Plaintiff alleges that the programrer
is primarily designed to permt the illegal programm ng of valid
DI RECTV access cards for the sole purpose of obtaining access to
Dl RECTV satellite progranm ng w thout paying for the service.
(Ld.)

Def endant filed a Motion to Dismss Plaintiff’s Conpl ai nt
pursuant to Federal Rule of Cvil Procedure 12(b)(6) for failure
to state a clai mupon which relief can be granted. Plaintiff
responded, and Defendant replied thereto. W address the
sufficiency of each of DI RECTV s cl ai ns agai nst Defendant in

turn.

1. STANDARD OF REVI EW

The purpose of a notion to dismss under Federal Rule of
Cvil Procedure 12(b)(6) is to test the legal sufficiency of a

conplaint. Kost v. Kozakiewcz, 1 F.3d 176, 183 (3d Cr. 1993).

We therefore accept all factual allegations in the conplaint as
true and give the pleader the benefit of all reasonable

inferences that can be fairly drawn therefrom Wsni ewski V.

Johns-Manville Corp., 759 F.2d 271, 273 (3d Cr. 1985). W are

not, however, required to accept |egal conclusions either alleged



or inferred fromthe pleaded facts. Kost, 1 F.3d at 183. In
considering whether to dism ss a conplaint, courts may consi der
those facts alleged in the conplaint as well as matters of public
record, orders, facts in the record and exhibits attached to a

conplaint. Oshiver v. Levin, Fishbein, Sedran & Bernman, 38 F.3d

1380, 1384 n.2 (3d Cr. 1994). A court may dism ss a conplaint
only if the plaintiff can prove no set of facts that would

entitle himto relief. Conley v. Gbson, 355 U S. 41, 45-46

(1957).

I11. DI SCUSSI ON

A Count 1 - 47 U.S.C. 8 605(e)(3)(0O

Plaintiff seeks damages for violations of 47 U S.C. § 605,
whi ch prohibits the illegal interception of radio transm ssions,
including satellite transm ssions. See 47 U S.C. 8 605. A
person violates 8 605 by “receiving,” “assisting in receiving” or
“intercepting” radio transm ssions w thout proper authorization.
§ 605(a).? Accordingly, to prevail on the nerits of this count
in the Conplaint, Plaintiff nust prove that Defendant “received,
assisted in receiving or intercepted” Plaintiff's satellite
transm ssion. See id.

Def endant argues that this count of Plaintiff’s Conplaint

2 Section 605(e)(3)(C authorizes the award of danages
for violations of § 605(a).



must be di sm ssed because the Conplaint alleges only possession
of the pirate access device, which, alone, is insufficient to

establish a violation of § 605.°% Plaintiff’s Conpl ai nt does

3 Rel ying on TKR Cable Conpany v. Cable Gty Corp., 267
F.3d 196 (3d Cir. 2001), Defendant also argues that Third G rcuit
Court of Appeals’ casel aw does not permt recovery under § 605.
In that case, TKR provided “cable tel evision services” to
subscri bers, which involved transmtting signals through a
network of cable wiring and equipnent. [d. at 197. The
defendant in that case sold cable television piracy decoders that
woul d enable its purchasers to intercept the cable signals
wi t hout paying for them |d. at 198. The Third G rcuit focused
on whether the pirated TKR signals were wire conmuni cations (i.e.
cable) or radio communications (i.e. satellite), and determ ned
that TKR distributed its signals in a two-step process, with its
programming originating in satellite signals that were then sent
over cable lines. |1d. at 203-04. The Third Crcuit held that §
605 is directed solely at radio transm ssions to the extent that
reception or interception occurs prior to or not in connection
with cable distribution, at which point, 8 605 no | onger applies.
Id. at 206-07.

In this case, the signals are alleged to be
communi cated solely through satellite transm ssions, froma space
satellite directly to a satellite dish at a person’ s hone,
W t hout the use of a cable distribution system |In accordance
with Third Grcuit caselaw, 8§ 605 controls clains of satellite
piracy, which is the case here as alleged by Plaintiff.

Al ternatively, Defendant argues that Plaintiff has
failed to properly aver the manner in which its signal is
di stributed, whether by cable or satellite. Plaintiff’s
Complaint clearly sets forth the manner of transm ssion: “This

| awsuit involves the surreptitious possession and use of illegal
devi ces and equi prent designed to intercept and decrypt D RECTV s
protected satellite conmmunications.” (Conpl. § 1.) Plaintiff’s

Conpl aint al so avers that: “DIRECTV relays digital signals from
within the United States up to satellites hovering thousands of
m | es above Earth. The signals are then broadcast back to Earth.
DIRECTV' s Satellite Progranm ng is received through the use of a
fi xed outdoor satellite dish . . . connected by [a] cable to an

i ndoor satellite receiver . . . connected by [a] cable to a
television monitor.” (Conmpl. § 2.) W find that Plaintiff’s
Compl aint sufficiently pleads the manner in which its signal is
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al | ege that Defendant purchased a conbi nati on package invoi ced as
a “X-Term nator Unl ooper/Vector Next Ceneration Progranmer
Conmbo,” which consisted of an unl ooper, designed to repair access
cards for use with certain software further permtting the
illegal programm ng of valid D RECTV access devices, and a
programmer, primarily designed to permit the illegal programm ng
of access cards for unauthorized recei pt of DI RECTV' s services.
(Conpl. T 20.)

Upon further review, however, Plaintiff’s Conplaint alleges
nore than nmere possession of the device. Plaintiff also pled
that, “Defendant, illegally and w thout authorization,

i ntercepted, received and exhibited, or otherw se assisted in the
unaut hori zed interception, reception or exhibition of Satellite
Programm ng transmtted by DIRECTV.” (Conpl. § 34.) A
reasonabl e inference that can be drawn fromPlaintiff’s

all egations is that Defendant intercepted DI RECTV s signal

W thout its perm ssion, and that the device purchased by

Def endant was used in intercepting that signal. Since, on a
motion to dismss, we nust accept all allegations and reasonabl e
inferences therefromas true, Count 1 of Plaintiff’s Conpl aint

survives di sm ssal

distributed. See Joe Hand Pronotions, Inc. v. Rennard Street
Enterprises, Inc., 954 F. Supp. 1046 (E.D. Pa. 1997).
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B. Count 2 - 18 U . S. C. § 2511

The plain | anguage of 18 U.S.C. § 2511 provides that a
person violates the statute when he intentionally “intercepts,”
“endeavors to intercept,” or “procures any other person to
i ntercept or endeavor to intercept” an electronic comunicati on.
18 U.S.C. § 2511(1)(a). A person also violates the statute when
he “intentionally uses, endeavors to use or procures any other
person to use or endeavor to use any el ectronic, nechanical, or
other device to intercept any oral communication,” “intentionally
di scl oses,” or “intentionally uses the contents of such
communi cati on, know ng or having reason to know that the
i nformati on was obtained through the interception of electronic
communi cation in violation of this subsection.” § 2511(b)-(d).

In its Conplaint, Plaintiff has alleged that “Defendant]]
intentionally intercepted, endeavored to intercept, or procured
ot her persons to intercept electronic conmunications from
DI RECTV.” (Conpl. 9 39.) Plaintiff also alleged that
“Defendant[] further disclosed or endeavored to disclose to
others the contents of el ectronic conmunications know ng, or
having a reason to know, that the information was obtained
through the interception of electronic conmunications in
violation of 18 U S.C. §8 2511.” (ld.) Plaintiff further alleged
that “[u] pon information and belief, Defendant[] further

intentionally used or endeavored to use the contents of



el ectroni ¢ communi cati ons know ng, or having reason to know, that
the informati on was obtained through the interception of
el ectronic communications in violation of 18 U S.C. § 2511.”
(Ld.)

Def endant contends that Plaintiff has failed to state a
clai m pursuant to 8 2511 because it has all eged only that
Def endant has endeavored to intercept DI RECTV s signal, and not
that DI RECTV' s signal was indeed intercepted by Defendant. At
this procedural juncture, however, where we review only the
sufficiency of the allegations, and not the sufficiency of the
evi dence to support a finding of liability on the nerits, we
conclude that Plaintiff’s Conplaint states a claimpursuant to 18
U S C 8§ 2511. Accordingly, Count 2 survives Defendant’s Mtion

to Dism ss.

C. Count 3 - 18 U.S.C. § 2512
Def endant noves for dismssal of Count 3 of Plaintiff’s
Compl aint on the basis that no private cause of action is

avail able for violations of 18 U . S.C. 8§ 2512,4 a cri m nal

4 Section 2512(1)(b) provides:

(1) Except as otherw se specifically provided in
this chapter, any person who intentionally .

(b) manufactures, assenbl es, possesses or sells
any el ectronic, nechanical, or other device, know ng or
havi ng reason to know that the design of such device
renders it primarily useful for the purpose of the

9



statute. Wiile Title 18 of the United States Code is generally
considered to constitute the crimnal code, a portion of the

El ectroni ¢ Comruni cations Privacy Act (“ECPA’), 18 U S.C. 8
2520, ° authorizes recovery of civil damages in certain
circunstances. See 18 U S.C. 8§ 2520. Defendant agrees that this
portion of the ECPA provides a private cause of action when a
party’s electronic communication is intercepted, disclosed or
intentionally used, but disagrees that nmere possession of a
device creates liability, and, further, argues that the Fourth

Circuit Court of Appeals’ decision in Flowers v. Tandy Corp., 773

F.2d 585 (4th G r. 1985) conpels such a result.

Until recently, a nmagjority of courts followed the Fourth

surreptitious interception of wire, oral or electronic
comuni cations, and that such device or any conponent
t hereof has been or will be sent through the mail or
transported in interstate or foreign conmerce .

shall be fined under this title or inprisoned not nore
than five years, or both.

18 U.S.C. § 2512(1)(b).

> Section 2520 provides, in relevant part:

Except as provided in section 2511(2)(a)(ii), any
person whose wire, oral or electronic conmunication is
i ntercepted, disclosed, or intentionally used in
violation of this chapter may in a civil action recover
fromthe person or entity, other than the United
States, which engaged in that violation such relief as
may be appropriate.

18 U.S.C. § 2520(a).
10



Crcuit’s decision in Flowers, which held that the ECPA does not
provide a private cause of action against those who possess an
intercepting device in violation of 8§ 2512. Flowers reasoned
that the plain | anguage of 8§ 2520(a) does not provide a civil
remedy agai nst one who nerely possesses an intercepting device,
and found that “[t] he express | anguage of 8§ 2520 is therefore not
susceptible to a construction which would provide a cause of
action agai nst one who manufactures or sells a device in
violation of 8 2512 but does not engage in conduct violative of 8§
2511.” 1d. at 589. The Third Crcuit has not passed upon this
i ssue.

Qur sister court in the District of New Jersey, however, has
recently followed the newy devel oped majority view that §

2520(a) does allow for the recovery of damages agai nst one who

possesses an intercepting device. D RECTV, Inc. v. Dougherty,

No. Cv. A 02-5576, 2003 U.S. Dist. LEXIS 23654, at *7 (D.N. J.
Cct. 8, 2003) (Wl fson, J.). The court acknow edged numerous
recent decisions supporting that view, concluding that “it
appears that the majority position, and the better view, is that
the ECPA allows for recovery of civil damages agai nst one who
possesses an intercepting device in violation of § 2512.” 1d. at
*5-7 (citing to nunmerous (unpublished) decisions in which
district courts have inplicitly or explicitly rejected Fl owers by

finding that 8 2520 does subject possessors of intercepting
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devices to civil liability).
The court reasoned that a suit may be brought under 8§
2520(a) by “any person whose wire, oral or electronic
communi cation is intercepted, disclosed, or intentionally used in
violation of this chapter,” which phrase confers standi ng on
plaintiffs, rather than limts the potential class of defendants.
Id. at *6. Thus, anyone who violates a provision of the ECPA is
a potential defendant. 1d. The court was further persuaded that
i f Congress had intended to exenpt fromcivil liability those who
violated 8 2512, it would have specifically listed that exception
in 8 2520(a), along with the exception for 8 2511(2)(a)(ii). 1d.
at *6-7. For substantially the sane reasons, we are persuaded
that this newl y-devel oped majority view is the better approach.
Nevert hel ess, as di scussed above, Plaintiff’s Conpl ai nt
al l eges nore than nere possession of the device by Defendant and,
accepting Plaintiff’s allegations as true, we find that Plaintiff
states a claimunder 8 2512. Accordingly, we deny Defendant’s

Motion to Dismiss as to Count 3 of Plaintiff’s Conplaint.

D. Count 4 - 47 U.S.C. § 605(e)(4)

Section 605(e)(4) provides, inter alia, that anyone who
nodi fies any el ectronic device or equipnment “know ng or having
reason to know that the device or equipnment is primarily of

assi stance in the unauthorized decryption of satellite cable

12



programm ng, or direct-to-hone satellite services,” is subject to
penalty. 47 U S.C. 8 605(e)(4). Defendant does not argue for
di smssal of this count of Plaintiff’s Conplaint and, therefore,

Count 4 remains before the Court.

E. Count 5 - Gvil Conversion

Plaintiff asserts a claimof civil conversion under
Pennsyl vania | aw, alleging that Defendant procured Plaintiff’s
satellite signals without concomtant paynment to Dl RECTV.
Def endant appears to argue that a satellite transm ssion is not
tangi bl e property and, therefore, not chattel subject to
conversi on under Pennsyl vania | aw.

Pennsyl vani a courts continue to hold that only tangible
property, or intangible property rights which have nerged wth,
or are otherw se connected to, a docunent, are subject to

conversion. See Northcraft v. Edward C. M chener Assoc., 466

A 2d 620, 625 (Pa. Super. C. 1983) (“The process of expansion
[of the tort of conversion] has stopped with the kind of
intangi ble rights which are customarily nerged in, or identified

with sonme docunent.”); see also, Fanplogy.com Inc. v. Perot Sys.

Corp., 158 F. Supp. 2d 589, 591 (E.D. Pa. 2001) (holding that
conversion action could not be brought under Pennsylvania |aw for
m sappropriation of internet domain nanmes because such donmain

names do not constitute tangi ble property). 1In this case, the

13



property at issue are satellite signals, which cannot be seen nor
felt, and, thus, do not seemto fall within the anbit of tangible

property subject to conversion. DI RECTV, Inc. v. Frick, Cv. A

No. 03-6045, 2004 U.S. Dist. LEXI S 4316, at *7 (E.D. Pa. Mar. 3,
2004). Accordingly, Plaintiff’s claimfor conversion fails to
state a clai mupon which relief can be granted, and Defendant’s

Motion to Dismiss is granted as to Count 5 only.

F. Count 6 - 18 Pa. Cons. Stat. Ann. § 910

Damages may be sought pursuant to 18 Pa. Cons. Stat. Ann. 8
910, which provides for civil penalties for those who nake,
possess, assenble, distribute or use an unl awful
t el ecomruni cati on device, or nodify a | awful tel ecomrunication
device, which can be used for theft of a tel econmunication
service. 88 910(a), (e). Satellite service is included in the
definition of tel ecomunication service. §8 910(e).

Def endant appears to argue that the device in his possession
was not an illegal telecomunication device pursuant to the
statute. However, Section 910 defines an unl awf ul
t el ecommuni cati on devi ce as:

any tel ecommuni cation device which is capable of or has

been al tered, designed, nodified, progranmed or

reprogramred, alone or in conjunction wth another

t el ecomruni cati on device or devices so as to be capable

of facilitating the disruption, acquisition, receipt,

transm ssion or decryption of a tel econmuni cation

service w thout the consent or know edge of the
t el ecommuni cati on service provider.

14



Id. Plaintiff’s Conplaint alleges that Defendant possessed a
pirate access device that is primarily designed to permt illegal
progranmm ng of access cards for the sol e purpose of obtaining
access to Plaintiff’'s satellite programm ng. Accepting
Plaintiff’s allegations as true, Defendant’s Mdtion to D smss as

to Count 6 nust be deni ed.

V. CONCLUSI ON
For the foregoing reasons, Defendant’s Modtion to Dismss is
GRANTED I N PART and DENIED IN PART to the extent that Count 5 of
Plaintiff’s Conplaint is dismssed for its failure to state a
claimfor conversion under Pennsylvania law. All other counts of

Plaintiff’s Conplaint remain before the Court.
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I N THE UNI TED STATES DI STRI CT COURT
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ORDER

AND NOW this day of March, 2004, in consideration
of the Motion to Dism ss pursuant to Federal Rule of G vil
Procedure 12(b)(6) (Doc. No. 22) and Exhibit Ato the Mdtion to
Dismss (Doc. No. 25) filed by Defendant Dana R Kitzm |l er
(“Defendant”), the Response in Qpposition filed by Plaintiff
D RECTV, Inc. (“Plaintiff”) (Doc. No. 30), and Defendant’s Reply
thereto (Doc. No. 34), IT IS ORDERED that Defendant’s Mdttion to
Dismss is GRANTED IN PART and DENIED IN PART to the extent that
Count 5 of Plaintiff’s Conplaint is DISMSSED. All other counts
contained in Plaintiff’'s Conplaint remain before the Court.

| T 1S FURTHER ORDERED THAT, upon consi deration of the Mtion
for More Definite Statenent pursuant to Federal Rule of Cvil
Procedure 12(e) (Doc. No. 23) and Exhibit A to that Mtion (Doc.
No. 26) filed by Defendant, and Plaintiff’s Response thereto
(Doc. No. 29), and this Court’s determnation that Plaintiff’s
Conpl aint sufficiently pleads clains upon which relief can be

granted, Defendant’s Mtion for Mire Definite Statenent is



DI SM SSED AS MOOT.

BY THE COURT:

JAMES M@ RR KELLY, J.



