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FOR THE EASTERN DI STRI CT OF PENNSYLVAN A
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UNI TED STATES CUSTOMVE SERVI CE
et al.

Def endant s.

MEMORANDUM
EDUARDO C. ROBRENO January 30, 2001

This is an action to conpel two governnent agencies to
produce docunents in their possession under the Freedom of
I nformation Act (“FOA’), 5 US C 8 552, and the Privacy Act, 5
U S.C § 552a.

Plaintiff Rafic AL Anmro, MD. has submtted severa
requests to the United States Custons Agency (“Custons”) and the
Drug Enforcenent Adm nistration (“DEA’) for production of
docunents in their possession. Custons and the DEA have
responded to Dr. Anro’s requests in part but have redacted or
w t hhel d the bal ance of the docunents responsive to his requests
on the basis of certain exenptions fromdisclosure they claimare
avai | abl e under the statutes.

Dr. Amro now seeks to conpel production of the
docurnents redacted or withheld by the agencies. Before the court
are cross-notions for sumary judgnent.

The court finds that the Custons’ docunents were



validly redacted under 5 U.S.C. 88 522(b)(2) and (b)(7)(C of the
FO A Thus the court will grant Custons’ notion for sunmary
judgnent. Wth regard to the docunents redacted or w thheld by
DEA, the court finds that the information exenpted under
exenptions 5 U.S.C. 88 552(b)(2), (b)(3), and (b)(7)(F) of the
FO A, and exenption 5 U.S.C. 8 552a(j)(2) of the Privacy Act were
properly w thheld. However, because the court finds that the DEA
has not adequately expl ained the reasons for redacting or

wi t hhol di ng sone materials under exenption 5 U S.C. 8§

552(b) (7)(C), the court will deny in part and grant in part the
DEA's notion for summary judgnment regarding those docunents.?

The DEA is ordered to provide a supplenental affidavit and

revi sed Vaughn i ndex explaining the decision to redact or

wi t hhol d certain docunents under exenption (b)(7)(C described as
“Investigative details” in the DEA's index. The court wll also

deny plaintiff’s cross-notion for summary judgnent.

| . Background
A The Demand for Custons Docunents
On May 31, 1999, Dr. Anto nmade a witten request to
Custons for docunents pursuant to FO A and/or the Privacy Act,

i ncluding his “personnel file, phone records, conputer records,

! For purposes of this discussion, the court will refer to
t hese as exenptions (b)(2), (b)(3), (b)(7)(O, (b)(7)(D,
(b)(7)(F), and (j)(2).
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notes, ect.”? See Defendants’ Modtion for Sunmary Judgnment (“Df’s
Motion”), doc. no. 16, Exhibit C On July 8, 1999, Custons
responded to Dr. Anro’s request with a letter acconpanied by a
one- page conputer print-out, redacted in part, explaining that
the redactions were exenpted from di scl osure pursuant to two
exenptions of FOA In the sane letter, Custons notified
plaintiff of his right to appeal the redactions to the FO A
Appeals Oficer. In a followup letter dated August 4, 1999,
Custons notified Dr. Anro that it was unable to | ocate any other
docunents responsive to his request. By letters dated July 12th
and August 4th, 1999, Dr. Anro appeal ed the decision of Custons
to the FO A Appeals Oficer. On Septenber 29, 1999, the FO A
Appeal s Oficer upheld Custons’ redactions. Having received a
final determ nation from Custons, Dr. Anro filed the instant
action in this court pursuant to 5 U S.C. 8§ 522(a)(4)(B), nam ng

Custons as a defendant.

B. The Demand for DEA Docunents
On May 17, 1999, Dr. Anro requested from DEA his

“personnel file[s]” allegedly |located at DEA' s offices in

2 Dr. Antro made such a request after Custons responded to a
letter by himin which he asked for an explanation for why he had
been stopped by Custonms when he reentered the United States on
four occasions over the past two years. Custons, inits
response, indicated that it had reviewed its records “and have
taken actions so that you will no | onger encounter any speci al
attention, beyond normal probabilities, upon future returns to
the United States.” See Df’'s Mdtion, Exhibit B.
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Phi | adel phia, Harrisburg, and Allentown. In addition to his
personnel file, he also requested “related matter, phones, notes,
and ect.” DEA s Supplenental Brief, Exhibit A On July 14,

1999, the DEA rel eased several pages of docunents, but redacted
or withheld several others, claimng four exenptions under FO A
and one exenption under the Privacy Act. Dr. Anro appeal ed the
DEA' s decision to the Departnment of Justice, Ofice of
Information and Privacy (“OP’). By letter dated Decenber 29,
1999, the OP affirmed the DEA s redacting or w thhol ding of
docunents. However, the O P indicated that apparently the DEA
had found additional records relating to Dr. Anro. In turn, the
DEA rel eased sone of these new y-found docunents, others were

rel eased with redactions, and sone were withheld in their
entirety. On February 16, 2000, the court granted Dr. Anro |eave
to anmend his FOA and Privacy Act conplaint to include the DEA in
his cause of action. On March 10, 2000, Dr. Anro filed an
anended conplaint joining the DEA as a defendant in this action

and requesting disclosure of all redacted and w thheld docunents.

C. The Agencies’ Contentions
In response to Dr. Anro’s anended conpl ai nt, Custons
and the DEA filed notions to dismss or, in the alternative, for
sumary judgnent (doc. no. 16). Custons clains that the
redacti ons were properly exenpt from di scl osure under the

applicabl e statutory exceptions, that the redactions were
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described with reasonable specificity, and that it had
denonstrated a | ogical connection between the redactions and the
clai mred exenption. Specifically, Custons argues that (1) it had
provided Dr. Ammro with a copy of all non-exenpt docunents in its
possession and control,® and (2) the material redacted fromthe
docunents were properly exenpted under exenptions (b)(2) and
(b)(7)(C because the redacted material involves either “trivial
admnistrative matters of no genuine public interest” or the
identities of agency officials.

In turn, DEA argues that plaintiff has not exhausted
his adm nistrative renedi es nor has he descri bed the requested
docunents with sufficient particularity.® In the alternative,
the DEA clainms that summary judgnent is proper as the DEA s
actions are fully explained with regard to all docunents for

whi ch exenption fromdisclosure is clained. In support of the

3 The Governnent clains that because no docunents rel evant
to the plaintiff’s request were withheld, there is no need for a
Vaughn i ndex—a suppl enent whi ch supplies an index of the wthheld
docunents and details the agency’ s justifications for claimng
exenpti on, may acconpany the agency' s affidavits. See Patterson
v. F.B.l1., 893 F.2d 595, 599 & n. 7 (3d Gr. 1990); Vaughn v.
Rosen, 484 F.2d 820, 827-28 (D.C. Gr. 1973). |Instead, Custons
wote the applicable exenptions right above the redacted portions
of the docunent.

“ A FO A request nust reasonably descri be the docunments
requested. See 5 U.S.C. 8§ 552(a)(3). “A description is
sufficient if it would enable a professional enployee of the
agency who was famliar with the subject area of the request to
| ocate the requested record with a reasonabl e anount of effort.
See Berkery v. United States Dep’t of Justice, No. CIV.A 92-
3728, 1994 W. 444743, at *1 (E.D.Pa. Aug. 17, 1994) (citing Marks
v. U S Dep't of Justice, 578 F.2d 261, 263 (9th Cr. 1978)).
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notion, the DEA attached an affidavit, including a Vaughn index.
In its affidavit and Vaughn index, the DEA asserts that docunents
were properly redacted or withheld under FO A exenptions (b)(2),
(b)(3), (B)(7)(O, (b)(7)(D), and (b)(7)(F) and Privacy Act

exenption (j)(2).

D. Dr. Anro’s Contentions

In his cross notion for sunmary judgnent (doc. no. 18),
Dr. Anro challenges the applicability of the exenptions cl ai ned
by both Custons and DEA. Wth regard to Custons, Dr. Anro
chal | enges the agency’s assertion of exenption (b)(7)(C, arguing
that Custons failed to adequately support the clai ned exenption.?®
Wth regard to the DEA's claimthat Dr. Anro has not exhausted
his adm nistrative renedies, Dr. Anro points to his having sought
review of the DEA s decision before the OP. |In addition, Dr.
Amro clains that the DEA had failed to adequately support its
(b)(7) (O, (b)(7)(D), and (j)(2) exenptions.® Alternately, Dr.
Anto asks the court to view the contested DEA materials in

caner a.

> Custons al so asserted an exenption under (b)(2) but the
plaintiff states that he “does not seek to chall enge Custons’
(b)(2) exenption claim primarily because there is insufficient
information to challenge it.” Plaintiff’s Mem of Law at 9.

® DEA al so asserted exenptions under (b)(2), (b)(3), and
(b)(7)(F) but the plaintiff states that he “does not chall enge
t he di sclosure of records [under these exenptions], nainly
because he has insufficient information to do so.” Plaintiff’s
Motion for Summary Judgrment at 13.
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E. Hearing on Cross-Mtions for Summary Judgnent

On Septenber 13, 2000, the court held a hearing on the
parties’ cross-notions for summary judgnent. At the concl usion
of the hearing, the court granted the DEA | eave to submt a
suppl enental brief in support of its notion. On Qctober 27,
2000, the DEA submtted further explanations for its redacting or
wi t hhol di ng of docunents under exenptions of the FO A and the
Privacy Act. Furthernore, in its supplenental brief, the DEA
acknow edged that, since the tinme of the hearing, it had | ocated
several hundred nore pages of docunents referred to the DEA by
the Executive Ofice for United States Attorneys (“ECUSA’). Dr.
Amr o had requested those docunents from EOQUSA at approxi mately
the sane tine that he requested docunents from Custons and DEA.
After DEA reviewed the docunents referred by EQUSA, DEA rel eased
sonme of these docunents to Dr. Anro but redacted or w thheld
ot her portions based on FO A exenptions (b)(2), (b)(7)(CO, and
(b)(7)(F) and Privacy Act exenption (j)(2). In support of these
clains for exenption, the DEA submtted another affidavit as well
as a revised Vaughn index concerning both the information

previously rel eased and the new i nformati on obtai ned from EQUSA.

1. Discussion
A Legal Standard for Review

FO A requires federal agencies to make requested agency
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records available if the request “reasonably describes such
records and . . . is made in accordance with published rules
stating the tine, place, fees (if any), and procedures to be
foll owed,” unless the records fall within the statute’s |ist of
exenptions. See 5 U S.C. 8§ 552(a)(3). “The Act’'s ‘central
purpose’ is to ensure that Governnent activities are ‘opened to

the sharp eye of public scrutiny.”” United States ex rel. Mstick

PBT v. Housing Auth. & Cty of Pittsburgh, 186 F.3d 376, 383 (3d

Cr. 1999) (quoting United States Dep’'t of Justice v. Reporters

Comm for Freedomof the Press, 489 U S. 749, 774 (1989)).

Judicial review of an agency’s denial of a FO A request

is de novo. See 5 U . S.C. 8§ 552(a)(4)(B); Lane v. United States

Dep’t. of Justice, 654 F.2d 917, 921 (3d Gr. 1981). Any

reasonably segregabl e and non-exenpt portion of a record nust be
disclosed. 5 U S. C 8 552(b). The nine statutory disclosure
exenptions are to be narrowy construed, and the burden is on the
agency to sustain its action. See 5 U S.C. 8§ 552(a)(4)(B); Sheet

Metal Workers Int’l Assoc. v. United States Dep’'t of Veterans

Affairs, 135 F. 3d 891, 897 (3d Gr. 1998). 1In this case, Custons
has asserted FO A exenptions (b)(2) and (b)(7)(C, and the DEA
has asserted FO A exenptions (b)(2), (b)(3), (b)(7)(C, and

(b)(7)(F).” The DEA has al so asserted Privacy Act exenption

" The rel evant sections of FOA are as foll ows:

(b) This section does not apply to matters that are--



(i)(2).°

In a FO A action, summary judgnent is proper when the
Governnent’s affidavits “‘describe the withheld information and
the justification for wthholding with reasonable specificity,
denonstrating a | ogi cal connection between the information and

the cl ai ned exenption, and are not controverted by either

(2) related solely to the internal personnel rules and
practices of an agency;

(3) specifically exenpted from di scl osure by statute
(other than section 552b of this title), provided
that such statute (A) requires that the matters be
wi thheld fromthe public in such a manner as to
| eave no discretion on the issue, or (B)
establ i shes particular criteria for w thhol ding or
refers to particular types of matters to be
wi t hhel d;

(7) records or information conpiled for |aw
enforcenent purposes, but only to the extent that
t he production of such | aw enforcenent records or
i nformation

(C could reasonably be expected to constitute an
unwar ranted i nvasi on of personal privacy,

(F) could reasonably be expected to endanger the
life or physical safety of any individual

5 U S.C. §§ 552(b).

8 Privacy Act exenption (j)(2) permts an agency head to
pronmul gate rules that allows the agency to w thhold infornmation
if that agency “perforns as its principal function any activity
pertaining to the enforcenent of crimnal |aws, including police
efforts to prevent, control, or reduce crime or to apprehend
crimnals . . . .” 5 US.C 8 552a(j)(2).

-0-



contrary evidence in the record nor by evidence of agency bad

faith.’”” Anmerican Friends Serv. Comm v. Dep’'t of Defense, 831

F.2d 441, 444 (3d Cr. 1987) (quoting and adopting standard from

Abbotts v. Nuclear Regulatory Conmin, 766 F.2d 604, 606 (D.C.

Cr. 1985) (citations omtted)).

Affidavits are the nmeans through which a governnental
agency details the search it conducted for the docunents
requested and justifies nondi scl osure of the requested docunents
under each exenption upon which it relied. Lane, 654 F.2d at
921. The affidavits nust be detail ed, nonconclusory, and

submtted in good faith. Weisberg v. United States Dep't of

Justice, 705 F.2d 1344, 1351 (D.C. Gr. 1983). *“'Wthout
evi dence of bad faith, the veracity of the governnent’s
subm ssions regardi ng reasons for w thhol di ng docunents shoul d

not be questioned.’” Mnna v. United States Dep’t of Justice,

815 F. Supp. 798, 817 (D.N.J. 1993) (quoting Matter of \Wade, 969

F.2d 241, 246 (7th Gir. 1992)).

B. Custons’ Assertion of Exenptions (b)(2) and (b)(7)(CO
1. Custonms’ Affidavits
Custons has submtted one affidavit fromLeslie
Anderson, Acting Director, Freedom of Information and Privacy Act
Groups, Adm nistration, Planning and Policy, Ofice of
| nvestigations of the United States Custons Service and two

affidavits fromdoria Marshall, Director, Freedom of |nformation
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and Privacy Act G oups, Adm nistration, Planning and Policy,

O fice of Investigations of the United States Custons Service.
These affiants were responsible for the overall supervision and
managenent of the O fice of Investigations of the United States
Custons Service during the tine Dr. Anro nmade his request for
information. According to the affidavits, Custons searched the
Treasury Enforcenent Communications Systens (“TECS’)® records for
information pertaining to Dr. Anro. The affidavits state that
Custons had taken action so that, in the future, Dr. Anmro, no

| onger woul d receive “special attention” by the agency.?!® The
affidavit al so explained that Custons released to Dr Anro his

TECS record, wth redactions clainmed under exenptions (b)(2) and

(b) (7)(Q).

2. Exenption (b)(2)

Exenption (b)(2) precludes disclosure of internal
personnel rules and practices of an agency and applies to
“routine matters” of “nerely internal significance.” 5 U S C 8§

552(b)(2). The courts have determned that this exenption is

°® TECS is a conputer database providing controlled access to
a dat abase of suspect information and nonsuspect information
(such as pilots and passengers). The information in the database
is used to support |aw enforcenment by sharing data of conmmon
interest. Custons inspectors can use TECS to query passengers
when they conme into the U S

01t appears that the “special attention” referred to by
Cust ons, describes Dr. Anmro being the subject of allegedly
prol onged and intrusive searches at the border whenever Dr. Anro
returned to the United States after traveling abroad.
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proper when clained for “adm nistrative markings such as file
nunbers, initials, signature and mail routing stanps, references
to interagency transfers, and data processing references.”

Scherer v. Kelly, 584 F.2d 170, 175-76 (7th Cr. 1978). As

stated in Maroscia v. Levi, 569 F.2d 1000 (7th Cr. 1977), “these

are matters in which the public interest is mnimal and which
fall within the anbit of Exenption [(b)(2)].” I1d. at 1002.
Custons raises this exception to bar disclosure of al
internal Custons’ codes and file markings. Custons clains that
case and file nunbers, as well as other adm nistrative nunbers,
known as “low 2" information, which were redacted, are “used
solely for the purpose of indexing, storing, locating, retrieving
and distributing information in the investigative files of |aw
enforcenent agencies.” See Df'’s Mdtion, Exhibit L, Affidavit of
Goria Marshall (“Marshall 17), T 7. Under this exenption
Custons al so “redacted information such as record keepi ng
directions, instructions on contacting agency officials for
assi stance and gui deli nes on agency-decision nmaking.” Df’s
Motion at 8. The court finds that Custons’ affidavits supporting
this exenption show no evidence of bad faith. Furthernore, the
court finds that those affidavits, which are detailed and
nonconcl usory, denonstrate that the redacted codes and file
markers are “related solely to the internal personnel rules and
practices of [Custons].” 5 U S.C. § 522(b)(2). Consequently,

this information was properly w thheld under exenption (b)(2).
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3. Exemption (b)(7)(C

Exenmption (b)(7)(C precludes disclosure of al
“records or information conpiled for |aw enforcenent purposes,”
the di ssem nation of which “could reasonably be expected to
constitute an unwarranted invasion of personal privacy.” 5

US.C 8§ 552(b)(7)(C; United States Dep’t of Justice v.

Reporters Comm for Freedomof the Press, 489 U S. 749, 751

(1989). Once the court identifies the privacy interests affected
by disclosure, it nmust evaluate the public interests served by
rel ease, and then bal ance the two sets of interest. Mnna v.

United States Dep’'t of Justice, 51 F.3d 1158, 1165 (3d Gr.

1995). Exenption (b)(7)(C “does not prohibit all disclosures
whi ch invade personal privacy, but only disclosures which entai
an unwarranted i nvasion of personal privacy.” Lane, 654 F.2d at
922.

I n balancing the privacy and public interests at stake,
the courts have recogni zed that certain individuals have a clear
privacy interest that deserves consideration under (b)(7)(C.
These individuals include those “involved in a crimnal
i nvestigati on-i ncl udi ng suspects, w tnesses, interviewes, and

investigators.” Landano v. United States Dep’'t of Justice, 956

F.2d 422, 426 (3d G r. 1992), vacated on other grounds by United

States Dep’'t of Justice v. Landano, 508 U.S. 165 (1993). Reasons

for nondi scl osure include the potential enbarrassnment and

harassnment to which suspects, w tnesses, and federal enforcenent
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personnel may becone subjected if their identities are rel eased.

See, e.g., Halloran v. Veterans Adnmin., 874 F.2d 315, 321 (5'"

Cr. 1989). Because material released to one person nust be
released to all, the indirect effects of rel easing nanes and

addresses through FO A weigh in favor of privacy. Center for

Auto Safety v. National H ghway Traffic Safety Adm n., 809 F

Supp. 148, 149 (D.D.C. 1993). Against these privacy interests,
the court, in evaluating a (b)(7)(C exenption nust consider the
public interest in having the citizenry infornmed about “‘what
their governnment is up to.’”” Landano, 956 F.2d at 428 (quoting

Reporters Comm, 489 U S. at 773). However, the Landano court

cautioned that requests cloaked in the public interest which
actually seek personal information accunul ated from gover nnent
i nvestigations pose the danger of an unwarranted invasion of
privacy. [|d. at 428-31.

Pursuant to exenption (b)(7)(C, Custons w thheld the
name of a clerical worker who retrieved the record fromthe TECS
dat abase, the nanes of Custom | nspectors, officers of other
federal agencies, local |aw enforcenent officers and the nanes of
third parties of investigatory interest to Custons, as well as
t he nane of the holder of the TECS record, |ater revealed as the
DEA. Df’s Mdttion, Exhibit M Supplenmental Affidavit of Goria
Marshall (“Marshall [1”7), § 7-8. Custons clains that disclosure
of this informati on woul d pose “an unwarranted invasi on of

personal privacy.” 1d. 1 7. Custons asserts that the public
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interest in such information is far outweighed by its potenti al
to subject agency enpl oyees and ot her | aw enforcenment personnel
to harassnment and unwarranted aggravation. Df’s Mdtion at 10.
The court finds that the privacy interest of these individuals
out wei ghs any public interest in disclosing their identities.
Landano, 956 F.2d at 426. Furthernore, the court finds that Dr.
Amro’ s request for such information on the grounds of public
interest is actually an attenpt to acquire personal information
that will underm ne the privacy interests of these individuals.

See Landano, 956 F.2d at 428-31. Consequently, the court finds

that exenption (b)(7)(2) protects these redactions from

di scl osur e.

C. DEA" Assertion of FO A Exenptions (b)(2), (b)(3),

(b)(7)(Q, and (b)(7)(F)

1. DEA's Affidavits

The DEA has submtted the affidavit fromLeilia |
Wassom (“Wassom | ”), a Drug Enforcenent Adm nistration (DEA)
Par al egal Specialist assigned to the Freedom of |nformation
Section, DEA headquarters, Washington, D.C. The affidavit
explains that the DEA, on July 14, 1999, rel eased 61 pages of
docurents and withheld 17 pages under exenptions (b)(2), (b)(3),
(b)(7)(O, (b)(7)(D, and (b)(7)(F) of FO A and exenption (j)(2)
of the Privacy Act. Wassom | further explains that Dr. Anro

appeal ed the DEA' s decision to the Department of Justice, Ofice
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of Information and Privacy (“OP"). By letter dated Decenber 29,
1999, the O P affirnmed the DEA' s decision to claimthe asserted
exenptions. However, the OP indicated that, during its review
of Dr. Anro’ s appeal, additional records relating to Dr. Anro had
been |l ocated by the DEA. O the additional thirty-two pages
found by the DEA, fourteen pages were released to Dr. Anro in
their entirety, seven pages were rel eased with redactions, and

el even pages were withheld. Wassom | also explains the DEA s
decision to wthhold or redact these docunents pursuant to FO A
exenptions (b)(2), (b)(3), (b)(7)(Q, (b)(7)(D), and (b)(7)(F),
as well as Privacy Act exenption (j)(2). Wassom | at 6-13.

Along with Wassom |, the DEA submtted a Vaughn index which
specifically cites which informati on on which of the 111 total
pages of docunents at issue were redacted or withheld based on
what particul ar exenption.

In the supplenental brief filed in support of the
summary judgnent notion, the DEA provided the second affidavit of
Ms. Wassom (“Wassom I1”), which sets forth the reasons for the
DEA' s assertion of Privacy Act exenption (j)(2). Wassom |
w thdraws the DEA' s assertion of FO A exenption (b)(7)(D) and,

i nstead, invokes exenption (b)(7)(C. Wssomll at § 2. The DEA
al so included in its subm ssion, a revised Vaughn index which
corrects those pages affected by the assertion of exenption
(b)(7)(C. Furthernore, the DEA acknow edged that since the tine

of the hearing on summary judgnent, it has processed an
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addi tional 407 pages of material referred to the agency fromthe
EQUSA. Dr. Anro had requested such information from EQUSA at the
time he sought information from Custons and the DEA. O the 407
pages, 239 were found to be duplicates and the remaining 168
pages were processed by the DEA. After DEA reviewed these 168
pages, the agency released to Dr. Anmro five pages in their
entirety and ten pages with redactions. The remaining 153 pages
were entirely withheld fromDr. Anro. The DEA redacted or
w thheld information fromDr. Amo pursuant to FO A exenptions
(b)(2), (b(7)(O, and (b)(7)(F) and Privacy Act exenption
(j)(2). Wth respect to these additional 168 pages, the DEA
subm tted another affidavit as well as a Vaughn index.

2. Exhausti on Requi r enent

The DEA has asserted that Dr. Anro has not exhausted
his adm nistrative renedies with regard to his request for
docunents, and, therefore, is barred frompursuing his FOA claim
at this tinme. Under FOA “[e]xhaustion of adm nistrative
remedies is generally required before filing suit in federal

court . . . ."” Qlesby v. United States Dep’'t of Arny, 920 F.2d

57, 61 (D.C. Cr. 1990) (citing McKart v. United States, 395 U. S.

185, 194, 89 S.Ct. 1657, 1662-63 (1969)). FO A specifically
provi des that the agency nust decide any appeal to a refusal to

rel ease docunents within twenty business days fromthe date the
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appeal was filed. See 5 U S.C. § 552(a)(6)(A)(ii).* “Under

FO A's statutory schenme, when an agency fails to conply in a
tinely fashion to a proper FO A request, it may not insist on the
exhaustion of admnistrative renedies . . . , unless the agency

responds to the request before the suit is filed.” Pollack v.

United States Dep't of Justice, 49 F. 3d 115, 118 (4th Cr. 1995)

(citing gl esby, 920 F.2d at 62).

(a) The DEA' s Newl y-Di scovered Docunents
In this case, Dr. Amro received a final determ nation
from QAP regarding his request for information fromthe DEA on
Decenber 29, 1999. In its denial of Dr. Anro’s appeal, the QP
indicated that it would forward additional docunents discovered
during the course of OPFP s own investigation of the nmatter.
These additional docunents were not sent to Dr. Anro until Apri

3, 2000, over three nonths after he was infornmed of their

1 This section of FOA states in relevant part:

(6) (A) Each agency, upon any request for records nade under
paragraph (1), (2), or (3) of this subsection, shall-

(ii) make a determ nation with respect to any appeal
within twenty days (excepting Saturdays, Sundays,
and | egal public holidays) after the receipt of
such appeal. If on appeal the denial of the
request for records is in whole or in part upheld,
t he agency shall notify the person maki ng such
request of the provisions for judicial review of
t hat determ nati on under paragraph (4) of this
subsecti on.

See 5 U.S.C. § 552(a)(6)(A)(ii).
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exi stence by O P and over eight nonths after he made his initial
request to DEA for such docunents. By the tine the newy-

di scovered docunents were sent by DEA, Dr. Anmro had already filed
hi s amended conplaint in federal court, nam ng the DEA as a

def endant. Because these new y-di scovered docunents were neither
received in a tinely fashion, nor sent to Dr. Anmro before he
filed his FOA action, the court determnes that Dr. Anro
exhausted his admnistrative renedies with regard to his request
to DEA. Therefore, the court will consider the nerits of the

parties’ notion for summary judgnent.

(b) EQUSA' s Late Production of Docunents

Wassom ||, attached to the DEA s supplenental brief to
its summary judgenent, describes the 407 pages of docunents
requested by Dr. Anro fromthe EQUSA. I n addition, the DEA
subm tted a Vaughn index for those pages. Although the DEA
suggests that the court can now consi der these docunents in its
review of the defendants’ notion for summary judgnent, the court
finds that the docunents are not part of Dr. Anro’s initial
request to the DEA and, accordingly, that Dr. Amro still has a
right to appeal the DEA s decision to redact and wi thhold the
EQUSA docunents. There are at |east two reasons for the court’s
conclusion. First, both Dr. Amo and the EOUSA treated the
request to EOUSA for docunents separately fromthe request to

DEA. Dr. Anto request to EOQUSA was nade in a separate letter
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sent directly to the EOQUSA. The EOQOUSA gave the request a
separate file nunber. The request to EQUSA was only processed by
DEA because the EQUSA referred the request to the DEA 2 Second,
as noted in the DEA's own letter explaining its reasoning for

wi t hhol di ng t hese docunents, Dr. Amro had a right to appeal the
DEA' s refusal to release these docunents. Consequently, the
court finds that review of the docunents found in EOUSA files is
precl uded by the exhaustion requirenent, as Dr. Anro nust first
seek an appeal fromthe refusal to release a portion of these

materials. See Qglesby, 920 F.2d at 61-62 (noting that courts

generally require the exhaustion requirenent be net in FOA

clains) (citations omtted).

3. Exenption (b)(2)

On ni ne pages of the 111 pages at issue, the DEA
redacted speci al conputer codes used by DEA for identifying
conpiled information.'® Specifically, the DEA redacted certain
codes known as G DEP codes and NADDI S nunbers. As explained in
Wassom |, “G DEP (Geographical Drug Enforcenent Progran) codes
are assigned to all DEA cases and indicate the classification of

the violator, the types and anount of suspected drugs involved,

2 As noted by the DEA's suppl enental brief in support of
its nmotion for sumary judgnent, “[t]hese docunments were
coll ected by EQUSA in response to a FO A request to EOQUSA from
Dr. Amo. See Supplenental Brief at 2.

13 The DEA redacted these codes on pages 1, 2, 28, 30, 31,
45, 65, 70, and 78. See Wassom Decl aration, Vaughn i ndex.
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the priority of the investigation and the suspected | ocation and
scope of crimnal activity.” Wassom| at 6. NADDI S (Narcotic
and Dangerous Drug Information System nunbers “are nmulti-digit
nunbers assigned to drug violators and suspected drug violators
known to DEA.” |d. at 7. Each violator in the NADDI S systemis
assi gned a uni que nunber.

As stated above, exenption (b)(2) is permtted for
matters “related solely to the internal personnel rules and
practices of an agency,” see 5 U S.C. 8 552(b)(2), and includes
“adm ni strative markings” such as file nunbers and data

processing information, see Scherer, 584 F.2d at 175-76. At

| east one court in the Third CGrcuit has determ ned that the
DEA' s G DEP codes and NADDI S nunbers net the requirenments of

exenption (b)(2). See Manna v. United States Dep’'t of Justice,

832 F. Supp. 866, 880 (D.N.J. 1993) (noting that G DEP codes and
NADDI S nunbers are “matters related to internal agency practice
“in which the public has no substantial interest,’ and which
‘“bear no relation to the substantive content of the records’”)

(citing Lesar v. United States Dep’'t of Justice, 636 F.2d 472,

485 (D.C. Cr. 1980)). Consequently, this court finds that the
DEA' s redaction of the G DEP codes and NADDI S nunbers were

properly w thheld pursuant to exenption (b)(2).

4. Exenpti on (b)(3)

The DEA has asserted exenption (b)(3) for redacting
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information fromDr. Anro on one page of the 111 pages in
guestion. According to Wassom |, “[p]age 86 contains information
fromrecords obtained froma grand jury subpoena.” Wissom | at
7. FO A exenption (b)(3) provides that an agency may w t hhol d
information if that information is specifically exenpted from

di scl osure by statute . . . .” 5 U S C 8 552(b)(3). Several
courts in the Third Grcuit have found that grand jury naterials
nmeet the requirenents of exenption (b)(3) because Federal Rule of
Cvil Procedure 6(e), regarding the secrecy of grand jury
proceedings, is a statute that specifically exenpts grand jury

material from public disclosure. See Manchester v. Drug

Enf or cenent Agency, 823 F. Supp. 1259, 1267-68 (E.D. Pa. 1993);

Manna, 815 F. Supp. at 812-813; Holland v. United States Dep’t of

Justice, CGv. A No. 85-1140, 1986 W. 3122 *2 (E.D. Pa. March 11,

1986); Ferri v. United States Dep’t of Justice, 573 F. Supp. 852,

857 (WD. Pa. 1983). Consequently, this court finds that the DEA

properly redacted this information under exenption (b)(3).

5. Exenption (b)(7) (0
Pursuant to exenption (b)(7)(C, the DEA withheld from
Dr. Anro the following information: (1) the nanmes of support

personnel of the DEA; ' (2) the nanmes of |aw enforcenent

14 See Vaughn index at 2-14, 18, 20-23, 26-42, 44-51, 53,
56-60, 64-71, 73, 76-78, 80, 87, 89, 91, 93, 104, 105, 106, 110.
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personnel, including the nanes of special agents;?® (3) the nanes
of suspects and investigatory details concerning those
suspects; ' (4) the nanes of non-suspects arising during

i nvestigations by the DEA;! and (5) the names of third-party
individuals.'® Wth regard to the names of DEA personnel as well
as |l aw enforcenent officers, the public interest in disclosing
the identities of these individuals is outweighed by the privacy

interests of those individuals. See Landano, 956 F.2d at 426.

Simlarly, the public interest in the nanes of suspects w th whom
t he DEA spoke is al so outwei ghed by the privacy interests of
those individuals. See id. As stated in Wassom |, revealing
this information “would place each of these persons in such a
position that they may suffer undue invasions of privacy,
harassnment and hum liation fromdisclosure of their identities in
a crimnal |aw enforcenent investigatory file.” Wssom| at 8.
Finally, public interest in the nanes of non-suspects arising
during DEA investigations and the nanmes of third-parties are
simlarly outweighed by the privacy interest of these

i ndividuals. See Landano, 956 F.2d at 426 (stating “discl osure

15 See id. at 3, 6, 15-23, 25-26, 30-31, 33, 35, 37, 38, 39,
40, 42, 44, 48-49, 51-52, 56-60, 63, 65-67, 72-74, 76-77, 82-86,
88-89, 91, 93, 110.

6 See id. at 15-23, 26-27, 29, 51-56, 72, 74-75, 77, 81-92.

17 See id. at 27, 29.

18 See id. at 19, 20, 24-25, 27, 33, 44, 51, 59-63, 66-67,
69, 77-79.
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of the names of interviewees and wtnesses may result in
enbarrassnment and harassnent to theni). |In its suppl enental
brief, the DEA notes that these individuals “disclosed
i nformati on regardi ng narcotics abuse or addictions, and ot her
medi cal information of a highly personal and sensitive nature .

" DEA's Supplenental Brief at 3. Consequently, revealing
their identities in this case would | ead to enbarrassnent and
hum liation and is therefore not outwei ghed by any public
interest in having their nanmes discl osed.

According to the DEA' s Vaughn i ndex, the agency has

w t hhel d not only suspects’ nanes, but also “investigatory
details” regarding these suspects. The DEA, however, has

provided surprisingly little explanation of what this information

contains. Wassom | clains that DEA wi thheld “other identifying

informati on which would reveal the identity of and di scl ose

personal information about individuals who were involved with the

plaintiff.” Wassom | at 8 (enphasis added).?!® However, \Wassom ||
states that w thhol ding sone of the DEA's investigative details
is justified because the information would “reveal nedi cal
treatnent or information related to drug addiction . . . .7

Wassom || at 4. Nei t her the Vaughn index nor WAassom | or 11

however, specifically explains the DEA s wi thhol di ng of

19 DEA Affidavit at 8 (enphasis added). Because the DEA s
affidavit specifically notes that it w thheld names and
addresses, “other identifying information” is sonething other
than that type of information
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information it describes as “investigative details” listed in the
i ndex. Consequently, this court cannot adequately performthe
bal anci ng functi on necessary under exenption (b)(7)(C. See Mays

V. Drug Enforcenent Administration, Gv. A No. 98-2496, 2000 W

1844599 *3 (D.C.Gr. 2000) (noting that Vaughn index references
to “investigative details” w thout any explanation about the
information in question fails to informthe court whether privacy
interests are inplicated). Furthernore, the information w thheld
as “investigatory details” occurs on several different docunents
whi ch make application of the bal ancing test inpossible w thout
nmore specific information. See Lane, 654 F.2d at 923 (“[T] he
7(C) bal ancing test nust be conducted with regard to each
docunent, because the privacy interest and the interest of the
public in disclosure may vary from docunent to docunent.”).
Therefore, the court will deny defendant DEA s request for
summary judgnent for that information which the agency w t hhel d

as “investigatory details” under exenption (b)(7)(C).?°

6. Exenption (b)(7)(F)

Under exenption (b)(7)(F), an agency may redact or
W t hhol d records assenbl ed for the purposes of |aw enforcenent if
di scl osure of such records “coul d reasonably be expected to

endanger the life or physical safety of any individual.” See 5

20 See supra note 16 for a list of pages, as set out in the
Vaughn i ndex, that refers to “investigatory details.”

- 25-



US C 8 552(b)(7)(F). Based on this exenption, the DEA has
sought to prevent disclosure of the nanes and identities of DEA
Supervi sory Special Agents and other |aw enforcenent officers.?
I n support of redacting or w thhol ding docunents under exenption
(b)(7)(F), DEA argues that “[i]t has been the experience of [the
agency] that the rel ease of Special Agents’ identities has, in
the past, resulted in several instances of physical attacks,
threats, harassnment and attenpted murder of undercover and ot her
DEA Speci al Agents.” See Wassom | at 3. The agency, therefore,
asserts that releasing this information in this case poses
simlar hazards. |In assessing the validity of an agency’s
assertion of exenption (b)(7)(F), the district court “wll,
wthinlimts, defer to the agency’ s assessnent of danger.”

Gardels v. C A 689 F.2d 1100, 1104-1105 (D.C. Gr. 1982). In

this case, the court finds that the DEA has adequately supported
its case for withhol ding the nanes of special agents and ot her
| aw enforcenent officers pursuant to exenption (b)(7)(F). See

Manchester, 823 F. Supp. at 1273 (upholding DEA' s claimthat the

agency’ s past experience in disclosing | aw enforcenent officers’

identities supports invoking exenption (b)(7)(F)).

D. DEA s Assertion of Privacy Act Exenption (j)(2)

21 According to the DEA' s Vaughn i ndex, the agency has
asserted the exenption on the foll owi ng pages: 3, 6, 15-23, 25-
26, 30-31, 33, 35, 37-40, 42, 44, 48-49, 51-52, 56-60, 63, 65-67,
72-74, 76-77, 82-86, 88-89, 91, 93, 105, 110. See Vaughn i ndex.
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The DEA argues that, under exenption (j)(2) of the
Privacy Act, the DEA neets that exenption’s requirenents for
w t hhol di ng records fromDr. Anro. Although the purpose of the
Privacy Act is “to permt access by individual citizens to
certain governnent records pertaining to those persons so as to

ensure the accuracy of such records,” Nunez v. Drug Enforcenent

Adm ni stration, 497 F. Supp. 209, 211 (S.D.N Y. 1980), the statute

all ows a head of an agency to pronmulgate rules excluding its
agency records if that “agency or conponent thereof

perfornms as its principal function any activity pertaining to the
enforcenent of crimnal laws, including police efforts to
prevent, control, or reduce crine or to apprehend crimnals .

.7 5 U S C 8 552a(j)(2). The DEA has pronul gated such

regul ations through 28 CF. R 8§ 16.98. The regul ations
specifically exenpt the DEA' s Investigative Reporting and Filing
Systemrecords. 28 CF.R 8 16.98(c)(2). Because the DEA is
principally involved in crimnal |aw enforcenent and because the
DEA has passed regul ations exenpting its records from di sclosure
to the public, the court finds that the DEA properly refused to
process Dr. Anro’s request for docunents under the Privacy Act.

See Tamayo v. United States Dep’t of Justice, 932 F. Supp. 342,

344 (D.D.C. 1996) (stating that DEA records have been exenpted

from di scl osure under the Privacy Act); Augarten v. Drug

Enf orcenent Adnministration, Cv. A No. 93-2192, 1995 W. 350797

*3 (D.D.C. May 22, 1995) (concluding that DEA' s records are
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exenpt from di scl osure under the Privacy Act). Therefore, this
court grants the DEA's notion for sunmary judgnment with regard to

exenption (j)(2) of the Privacy Act.

E. Plaintiff’s Request for In Canera Review

In his cross-notion for sunmary judgnment, Dr. Anro
requests that this court consider in canera review of the
docunents withheld by the DEA. In considering whether in canera
reviewis required, the District of Colunbia Crcuit has
determ ned that “a district court need not conduct its own in
canera search for segregabl e non-exenpt information unless the
agency response is vague, its clains too sweeping, or there is

reason to suspect bad faith.” Mead Data Central, Inc. v. United

States Dep’t of Air Force, 566 F.2d 242, 262 (D.C.Gr. 1977). The

decision to conduct an in canera reviewis within the broad

di scretion of the court. Lam Lek v. Drug Enforcenent Adm n., 929

F.2d 729, 735 (D.C.Cr. 1991).

In this case, Dr. Anro has not denonstrated that the
DEA has acted in bad faith in processing his request for
docunentation. Wile the agency failed to provide all the
requested materials in a tinely fashion, it did respond to Dr.
Anro’s request with a substantial production of docunents. There
is no evidence that the untineliness of some of the DEA s
production of docunents was an effort to frustrate the

requi renents of FO A  Furthernore, although this court has found
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that the DEA's justification for exenpting a small portion of the
mat eri al wi thheld under exenption (b)(7)(C was vague, the proper
remedy is to allow the agency to submt a revised suppl enental

af fidavit and Vaughn i ndex regarding these particular materials.

See Manchester, 823 F. Supp. at 1265, 1273 (finding DEA inproperly
i nvoked three exenptions but allowed the agency to submt

suppl enental affidavit). Therefore, the court denies the
plaintiff’s request for in canmera review of those docunents

W t hhel d pursuant to exenption (b)(7)(0O.

I'11. Conclusion

For reasons stated in the foregoing opinion, Custons’
nmotion for summary judgnment for docunents w thheld under
exenption (b)(2) and (b)(7)(C is granted and Dr. Anro’s cross-
nmotion for sunmmary judgnment is denied. Furthernore, the DEA' s
nmotion for summary judgnent is granted for materials wthheld
under exenptions (b)(2), (b)(3), and (b)(7)(F) of the FO A and
exenption (j)(2) of the Privacy Act. However, the DEA s notion
for summary judgnent for docunents w thheld under exenption
(b)(7)(C) is granted in part and denied in part. The DEA is
granted |l eave for thirty days fromthe date of the attached O der
to submt a supplenental affidavit and revi sed Vaughn i ndex
describing its justification for exenption (b)(7)(C for al
i nformati on described as “investigatory details” in its Vaughn

i ndex. The DEA's notion for sunmmary judgrment for all other
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mat eri als wi thheld under exenption (b)(7)(C) is granted. Dr.
Anro’s cross-notion for sunmary judgnent is denied.

An appropriate order follows.

IN THE UNI TED STATES DI STRI CT COURT
FOR THE EASTERN DI STRI CT OF PENNSYLVAN A

RAFIC A. AMRO, M D., : CIVIL ACTI ON

NO  99-3786
Pl aintiff,
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V.

UNI TED STATES CUSTOMS SERVI CE
et al.

Def endant s.

ORDER

AND NOW this 30th day of January, 2001, upon
consideration of plaintiff and defendants cross-notions for
summary judgnent, it is hereby ORDERED that:

1. Def endant Custons’ notion for summary judgnent
(doc. no. 16) is GRANTED

2. Def endant DEA' s notion for summary judgnent (doc.
no. 16) with regard to exenptions (b)(2), (b)(3), and (b)(7)(F)
of the FO A and exenption (j)(2) of the Privacy Act is GRANTED

3. Def endant DEA' s notion for summary judgnent with
regard to exenption (b)(7)(C is GRANTED IN PART and DENI ED I N
PART. The DEA is GRANTED LEAVE for thirty days fromthe date of
this Order to submt a supplenental affidavit and revised Vaughn
i ndex describing its justification for exenption (b)(7)(C for
all information described as “investigatory details” inits
Vaughn i ndex submtted with its notion for summary judgnent and
suppl emrental brief. The DEA's notion for summary judgnent for
all other materials w thheld under exenption (b)(7)(C is
GRANTED.

4. Plaintiff’s notion for sumary judgnent (doc. no.
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18) is DEN ED.
5. Plaintiff’s notion for in canmera inspection (doc.

no. 18) of the withheld or redacted docunents is DEN ED.

AND I'T | S SO ORDERED.

EDUARDO C. ROBRENO, J.
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