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Fromthe inception of this prosecution under the new
Econom ¢ Espi onage Act of 1996, we and the parties have been
vexed by the problem of balancing a defendant’s rights to
pretrial discovery wth the understandabl e concerns of the owner
of putative trade secrets that are at the heart of the
Governnent’s case. On return fromthe Governnent’'s interlocutory
appeal which dealt with this issue, > we have sought to fulfil
the desires of the parties and the expectations of our Court of
Appeal s by conducting an in canera review of the redactions made
to three hundred and three pages of docunents the Governnent used

in a “sting” operation at the Four Seasons Hotel in Philadel phia

! W recently granted the Governnment’s notion to
di sm ss the indictnment agai nst defendant Chester S. Ho, Crim nal
No. 97-323-02. See United States v. Chester S. Ho, Crim No. 97-
323-02 (E.D. Pa. Jan. 28, 1999). An arrest warrant has been
i ssued for defendant Jessica Chou, Crimnal No. 97-323-03, but
she lives in Taiwan which has no extradition treaty with the
United States. See United States v. Hsu, 155 F.3d 189, 193 n.2
(3d Cir. 1998). Therefore, while the caption identifies only one
defendant, in several places in this Menorandumwe refer to “the
def endants” because many of the prior notions and hearings
i nvol ved both defendant Hsu and former-defendant Ho.

> The appeal also dealt with a proffered inpossibility
defense that we and the Court of Appeals rejected.



on June 14, 1997 (hereinafter “the June 14th docunents”). See

United States v. Hsu, 155 F.3d 189 (3d G r. 1998).

This menorandum w || address the two issues our Court
of Appeals raised at the end of its August, 1998 Opinion: first,
whet her the redacted information in the June 14th docunents
shoul d be disclosed to the defendant because they are “material”
to the defense and, second, whether the June 14th docunents “have
been properly redacted to exclude only confidential information.”

See id. at 205.

Procedural History?®

The day after the mandate of our Court of Appeals
i ssued, we ordered the parties to submt a “joint case nanagenent
proposal” to address the issues our Court of Appeals raised and
to establish a tinetable for the handling of pretrial notions and
trial. On Cctober 30, 1998, the parties submtted a joint
proposal whereby: (1) by Novenber 13, 1998, the Governnment woul d
submt an affidavit froma representative of Bristol-Mers Squibb
(“BM5”) that woul d describe whether the redacted information in
t he June 14th documents constitutes a trade secret of BMS and
explain the reasons for the particular redactions; (2) by
Novenber 18, 1998, the defendants would submt a menorandum t hat
addresses the materiality of the redacted infornmation to their

defense; and (3) on Novenber 24, 1998, we woul d conduct a hearing

® As the Court of Appeals recited the basic facts of
this case in its Qpinion, see id. at 191-93, we w |l not rehearse
t hem agai n here.



on the issues of materiality and confidentiality that our Court
of Appeals identified.*

On Novenber 6, 1998, after a hearing on the parties’
j oi nt case managenent proposal, we issued an Order establishing
the deadlines for this case that |largely adopted the parties’

proposed deadlines. See United States v. Hsu, Crim No. 97-323

(E.D. Pa. Nov. 6, 1998). As so often has happened in this case,
what seened straightforward soon derailed into a bog of nore
conmplexity.

On Novenber 13, 1998, the date that the Governnent was
supposed to submt an affidavit froma representative of BMS
addressing the confidentiality of the redactions to the June 14th
docunments, we instead received a letter fromthe Governnent
informng us that “it is possible that sonme portion of the
redacted i nformati on can now be rel eased to the defendants”
because sone of the redacted information in the June 14th
docunent s becanme publicly available through the filing of an
international patent application by Phyton Catal ytic, Inc.

(“Phyton”)® in Novenber, 1997.° See Letter from Louis Lappen and

* The parties’ joint case management proposal al so
contenplated a trial date in April, 1999. Trial is currently
schedul ed to commence April 5, 1999.

® BMs and Phyton are working together on the plant cel
culture process for the nmanufacture of the cancer-fighting drug
that BMS calls “Taxol”. See n. 13, infra. BMS hired Phyton as
an outside consultant. See Governnent’s Response to Defendants
Menoranda on Materiality and Confidentiality at 3-4.

® I'n a notabl e coinci dence, Novenber, 1997 was the sane
(continued...)



Joseph Dom nguez, Assistant United States Attorneys, to the
Court, at 1 (Nov. 13, 1998) (on file with Court). In this letter
t he Governnent al so requested an additional six weeks to have BMS
“conduct a conplete re-analysis of the docunents to ensure that,
in light of the patent application, only those portions of the
materials which remain confidential be redacted.” 1d. The

Gover nnent acconpanied the letter with a notion for extension of
tinme.’

On Novenber 24, 1998 we held a hearing on the
Governnent’s notion for extension of tinme. At that hearing we
expressed our concern about the Governnent’s request for nore
time to re-evaluate the redactions to the June 14th docunents,
particularly in view of the fact that the Governnent had
represented to us (and again to our Court of Appeals) that only
trade secret information had been redacted fromthe June 14th
docunents in the first place. See Governnent’s Motion for

Protective Order, August 12, 1997 at 9 (explaining that “only the

®C...continued)

nmont h that the Governnent | aunched its appeal of our Order of
Cctober 25, 1997 that allowed for the imted disclosure of the
redacted information in the June 14th docunents to the

def endant s.

"In response to the Government’s notion for extension
of time, the defendants disclosed that while Phyton's
i nternational patent application was publicly released in
Novenber, 1997, Phyton actually filed it in My, 1997 (one nonth
before the Governnent “sting” operation at the Four Seasons
Hotel) and it, in turn, related back to a U S. patent application
filed in May, 1996. See Defendants’ Response to the Governnent’s
Motion to Continue the Date for Filing an Affidavit to Justify
Trade Secret Redactions, Nov. 16, 1998, at 3-4.
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nmost val uabl e and confidential trade secret infornmation” had been

redacted); see also, United States v. Hsu, 155 F.3d at 197-98

n.11 (“We have been advised by counsel for the governnent that
t he redactions consist of technical information that constitutes
trade secrets under any definition”).

At that hearing we heard the testinony of Dr. N khil
Mehta, a BMS scientist, who BM5S assigned in August, 1997 to
redact all confidential information fromthe June 14th docunents.
Dr. Mehta testified that he spent one or two days in August, 1997
redacti ng what he believed to be “confidential” information from
the June 14th docunents, until he got sick and was unable to
conpl ete the project.?

On cross-exam nation, Dr. Mehta admtted that in making
the redactions to the June 14th docunments he never consulted wth
any attorneys (either fromBMs or the Governnent), was never
provided with | egal definitions for the ternms “confidential” or
“trade secret”, and was never told to do any additional research
beyond revi ewi ng the June 14th docunents thensel ves. During that
hearing the defendants also illustrated nine different exanples
in the redacted June 14th docunents where there were

i nconsi stencies in the redactions, e.g. where the sane docunent

® Due to Dr. Mehta's sickness, the redactions were
apparently conpleted by Dr. Norman Lacroi x, another BNMS
scientist. Dr. Mehta testified that he nade approxi mately fifty
percent of the redactions to the June 14th docunents, and Dr.
Lacroi x conpl eted the bal ance of the editing.
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appeared twice in the collection and was redacted on one page but
was unredacted on the other page. ®

In view of the inconsistencies in the redactions to the
June 14t h docunents, it becane clear to us during the Novenber
24, 1998 hearing that the Governnent had made no i ndependent
review of the redactions. 1In view also of the existence of
patents and other public materials, a thorough re-eval uati on of
the redactions to the June 14th documents was doubly called for
At this point, we heard the testinony of Dr. Pallaiah Thammana,
t he Associate Director of Biotechnical Devel opnent at BMS, who
BVMS of fered as an expert to undertake a conplete re-eval uation of
the redactions to the June 14th docunments. |In his testinony, Dr.
Thanmana expl ai ned the steps that BMS would need to take to re-
eval uate the redactions and how long it would take to conplete
t he project.

After Dr. Thammna testified, we recessed the hearing
to allow the parties to create an agreed-upon protocol to govern

Dr. Thammana' s revi ew of the June 14th docunents, as well as to

di scuss a tinmetable for this task. Based upon the agreenent the

° See Governnent’s Exhibit 2, Novenber 24, 1998.
Conpar e pages 260a and 487a; pages 26la and 488a; pages 267a and
491a; pages 268a and 492a; pages 288a and 512a; pages 289a and
511a; pages 294a and 47l1a; pages 297a and 473a; and pages 300a
and 476a. Furthernore, at the hearing the defendants infornmed us
that there were additional inconsistencies. On Decenber 10,
1998, defense counsel sent us a letter informng us of twelve
addi ti onal inconsistencies in the redacted June 14th docunents.
See Letter fromWIIliam MDani els, Thomas Suddath, Norman
G eenspan, lan Com sky, and Stephen LaCheen, counsel for the
defendants, to the Court (Dec. 10, 1998) (on file with Court).

6



parties reached during that recess, on Novenber 24, 1998 we

i ssued a Scheduling Order, whereby: (1) by Novenber 30, 1998 BMS
woul d provide us with a copy of the protocol by which it would
conduct the re-evaluation of the redactions to the June 14th
docunents; (2) by Decenber 16, 1998, BMS would conplete its re-
eval uation of the June 14th docunents and the Governnent woul d
provide us with copies of the June 14th docunents both in their
unredacted and new y-redacted fornms as well as with an affidavit
froma BMS enpl oyee expl ai ni ng whether the redacted i nformation
is atrade secret wwthin the neaning of the protocol and the
reasons for the redactions; (3) by Decenber 22, 1998 the

def endants woul d submt a nenorandum t hat addresses the
materiality of the redacted information to their defense, to

whi ch the Governnment woul d respond to by Decenber 28, 1998. See
United States v. Kai-Lo Hsu, Crim No. 97-323 (Nov. 24, 1998).

On Novenber 30, 1998, counsel for BMS submtted a
t hr ee- page protocol that provided the definition of the term

“trade secret”?®°

and |isted the patents and public nmaterials it
woul d review to re-evaluate the June 14th docunents. See Letter
fromJ. dayton Undercofler, counsel for BMS, to the Court (Nov.
30, 1998) (on file with Court). Furthernore, on Decenber 3,
1998, counsel for BMS suppl enented the protocol with a |ist of

thirteen additional patents and forty-two additional publications

% The parties agreed to adopt the definition of “trade
secret” set forth in the Econom c Espionage Act. See 18 U S.C. 8§
1839(3).



it would review, see Letter fromJ. Cayton Undercofler, counsel
for BM5, to the Court (Dec. 3, 1998) (on file with Court), and
def ense counsel further supplenented that |ist with an additional
thirty-four articles and resources. See Letter fromWIIiam
McDani el s, Thomas Suddat h, Norman G eenspan, |an Com sky, and
St ephen LaCheen, counsel for the defendants, to the Court (Dec.
7, 1998) (on file with the Court).

On Decenber 16, 1998, the Governnent turned over copies
of the June 14th docunents both in their unredacted and new y-
redacted form Along with the June 14th docunents, the
Governnent al so provided us wwth Dr. Thamrana' s si x- page
affidavit that explained in detail the steps he had taken to
eval uate the June 14th docunments, see Thammana affidavit at Y 4-
6, as well as his general conclusions about why the remaining
redactions were confidential wthin the definition of a “trade
secret” under the Econom c Espionage Act. See 18 U . S.C. 8§

1839(3).

1 After Dr. Thanmana' s review of the June 14th
docunents, 49.8% (151 out of 303) of the docunents contain sone
form of redaction, ranging froma single word or sentence to the
entire page. 1In 20.8%of the June 14th docunents (63 out of 303)
the page is conpletely redacted. In 29% of the June 14th
docunents (88 out of 303) the pages are partially redacted.

Wil e the nunber of redactions is still quite high after Dr.
Thanmana' s revi ew of the June 14th docunents, Dr. Thammana notes
in an attachnment to his affidavit that a significant nunber of
docunents that had previously been redacted by Dr. Mehta and Dr.
Lacroi x in August, 1997 were unredacted by Dr. Thamrana. The
Thammana Affidavit, Exhibit K cites one hundred pages where Dr.
Thamana unredacted information that had previously been
redacted, thereby revealing to at | east that extent the degree
the Governnment msled us and the Court of Appeals (e.qg., “W have
(continued...)




Pursuant to our Scheduling Order, on Decenber 22, 1998
t he defendants submtted two separate nenoranda on the issues our
Court of Appeals raised. The first nmenorandum addressed the
“materiality” of the redacted information in the June 14th
docunents to the defense. The second nenorandum responded to Dr.
Thanmmana' s affidavit and addressed whether the June 14th
docunents were properly redacted to exclude only confidentia
information. In this second nenorandum the defendants argue
t hat because nuch of the informati on about Taxol production
technology is no |onger confidential as a result of the existence
of patents and other public information, there is no need to
redact the June 14th docunents. *

After an in camera review of the June 14th docunents in
both their redacted and unredacted forns, it became clear to us
that while the “materiality” issue was a m xed question of |aw
and fact that we were quite capable of addressing, the issue of

whet her the June 14th docunents had been properly redacted to

exclude only trade secret information required technical

(... continued)
been advi sed by counsel for the governnment that the redactions
consi st of technical infornmation that constitutes trade secrets
under any definition”, Hsu, 155 F.3d at 197-98 n. 11).

2 On Decenber 28, 1998, the Governnment filed a
menor andum responding to the issues raised in the defendants’
menoranda. In its response, the Governnent disclosed that it had
consulted with unnaned scientists at the National Cancer
Institute who reviewed the protocol, several of the publications,
and the June 14th docunents (only in their redacted forn). The
Governnent clainmed that the scientists at the National Cancer
Institute represented to themthat the redactions appeared to be
appropriate. See Governnent’s Response at 15.
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expertise far beyond our capabilities. Short of accepting the
bal d-faced assertions of Dr. Thammana in his six-page affidavit,
or undertaking an i ndependent review of all of the patents and
publ i cati ons about Taxol production technology on our own, we
realized that we needed the assistance of a neutral “technica
advisor” to aid us in our inquiry.®

Therefore, on January 5, 1999, we held a tel ephone
conference call on the record with all the parties and counsel
for BM5. In that conference call, we proposed that the
Government | ocate a scientist at the National Cancer Institute,
wi th a background in Taxol -rel ated science, to serve as a
“scientific law clerk” or “technical advisor” who would assist us
in our inquiry and would take an oath to keep all information he

revi ewed confidenti al . See Reilly v. United States, 863 F.2d

149, 154-61 (1st Cir. 1988)(holding that district court did not
abuse its discretion in appointing a “technical advisor” to

assist in calculation of danages); see also, Renaud v. Martin

Marietta Corp., Inc., 972 F.2d 304, 308 n.8 (10th G r. 1992)

(approvi ng of use of “technical advisors” by the district court
and expl aining that deposition and cross-exam nation of such an

advi sor is inappropriate because he is not a court-appointed

3 W should here note that although BVMS seens to have
appropriated “Taxol” as its trademark, in fact the word
apparently has been in the botanical |exicon for many years
before BMS purported to seize it out of the | anguage. Al though
whet her BMS has a legal right to a trademark to “Taxol” is
mercifully beyond the scope of our |abors here, we neverthel ess
use the word as a generic scientific termthat nmakes it
unnecessary to insert “TM or a circled “R' after each use of it.
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expert under Fed. R Evid. 706). As no one objected to our
proposal (including BVS), we asked the Governnent to send us the

curriculumvitae of such a scientist by January 7, 1999.

On January 7, 1999, we held yet another conference cal
with the parties and counsel for BM5, this tine armed with the

curriculumvitae of Dr. Kenneth Snader, a chem st with the

Nati onal Cancer Institute. During the tel ephone conference call
the parties agreed that Dr. Snader, an expert in natural products
chemstry with a Ph.D. fromthe Massachusetts Institute of

Technol ogy, was the perfect candidate to assist the Court,
particul arly because Dr. Snader has worked on and witten

ext ensi vel y about Taxol -rel ated science in the past. *

Duri ng

t hat tel ephone conference call, it was agreed that Dr. Snader
woul d review. the June 14th docunents (in both their redacted and
unredacted forns), Dr. Thammana's affidavit, the protocol, and
any patents or publications Dr. Snader thought were necessary to
conplete the review (wth a special enphasis on any recent patent
applications filed by either Phyton or BM5). Furthernore, it was
al so agreed that the defendants could pose three to five witten

guestions to Dr. Snader about his independent review of the June

14t h docunents, which Dr. Snader would answer in his report to

4 By our count, Dr. Snader has witten at |east eight
publ i shed articles about this very technol ogy, including “Taxol:
the supply issue,” “Separation of taxol and related conpounds by
m cel |l ar el ectrokinetic chromatography,” “Hi gh-performance Iiquid
chromat ogr aphy of taxol and related taxanes from bark and needl e
extracts of Taxus species,” and the intriguingly-titled
“Detection and Isolation” in the publication Taxol Science and
Applications.

11



the Court. Finally, counsel for BMS offered to nake Dr.
Thammana, of BMS, and Dr. K. Venkat, the Chairman and CEO of
Phyton, available to Dr. Snader should he have any questions
about BM5' s redactions to the June 14th docunents.

On January 12, 1999, we adm nistered an oath of
confidentiality to Dr. Snader and informed himof his duties as
our technical advisor.' On January 13, 1999, we sent Dr. Snader
a packet of materials at his office at the National Cancer
Institute, including the June 14th docunents in their redacted
and unredacted forns; an agent of the Federal Bureau of
| nvestigation served as a courier.

After regular consultation with Dr. Snader, and having
received Dr. Snader’s report on February 9, 1999, see Letter from
Dr. Kenneth M Snader, Pharmaceutical Resources Branch, National
Cancer Institute, to the Court (Feb. 9, 1999) (distributed to
parties and on file with Court), and based upon our own

i ndependent assessnent of the June 14th docunents and the

> The following is the formof oath we administered to
Dr. Kenneth Snader on January 12, 1999:
You do solemly swear or affirmthat you

wi |l keep confidential any and all
di scussions and witings shared with you in
this matter, and will not speak or wite of

them to anyone ot her than Judge Dal zell (and
his [aw cl erks) w thout advance and explicit
witten perm ssion of the Court.

Dr. Snader so swore.
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parties’ nmenoranda, we are at |ast prepared to address the two

i ssues our Court of Appeals directed that we consider. *°

Federal Rule of Crimnal Procedure 16

Fed. R Cim P. 16(a)(1)(C provides in pertinent part
t hat upon the request of the defendant, the Governnent shal
permt the defendant to inspect and copy docunents which are
“material to the preparation of the defendant’s defense or are
i ntended for use by the governnment as evidence in chief at the
trial.” Fed. R Cim P. 16(a)(1)(C (enphasis added). Before

turning to the issue of “materiality,” defendant Hsu first argues
t hat because the Governnent intends to use the June 14th
docunents at trial (albeit in their redacted form, he should
receive a full and conplete set of the June 14th docunents,
Wi t hout redactions, during discovery.

The defendant’s interpretation of Fed. R Cim P. 16
m sconstrues what the Governnent will do with the June 14th
docunments at trial. Wile the Governnment has stated that it
intends to use the redacted June 14th docunents at trial, the
Government has made it clear that it has no intention of

i ntroduci ng any of the redacted information. See Governnent’s

Response to Defendants’ Menoranda at 8. Therefore, as the

% Al'though, as noted, we originally anticipated the
need for a hearing before resolving these issues, that
expectation was overtaken by the events just described. It is
now apparent that a hearing would be inconsistent with the
redaction enterprise we ultimately undertook, and the | egal
guestions associated with this task have been exhaustingly
bri ef ed.
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Gover nnent does not intend to introduce the redacted i nformati on
as evidence at trial, there is no need to disclose such
i nformation during discovery pursuant to Fed. R Cim P.

16(a)(1)(C. W turn, therefore, to the issue of materiality.

Materiality

Al ternatively, defendant Hsu rai ses four argunents as
to why the redacted infornmation in the June 14th docunents is
“material” to the preparation of his defense. At the outset, we
note that our Court of Appeals stated twice in its August, 1998
Opinion that it was “skeptical” about the nmateriality of the
redacted information to the defense. See Hsu, 155 F.3d at 204
(“As an initial matter, we note that we are skeptical of the
materiality, |et alone relevance, of the redacted trade secret
information to these issues.”); see id. at 205 (“Thus, while we
m ght be skeptical of the defendants’ asserted need for this
information, we will not decide whether they have a right to
access docunents” because the Court had not seen the June 14th
docunents t hensel ves).

First, Hsu argues that the redacted portions of the
June 14t h docunents, assunming they actually contain trade secret
information, are relevant to the defenses of entrapnent and

7

out rageous gover nnent conduct. ! In essence, Hsu argues that if

" To raise a valid entrapnent defense, the defendant
has the burden of producing evidence of both (i) governnent
i nducenent of the crine and (ii) a lack of predisposition to
commt the crime. See United States v. Wight, 921 F.2d 42, 44
(continued...)
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t he Governnent chose to bring highly sensitive BVMS information to
the “sting” operation on June 14, 1997, such evidence would “show
how far the governnent and BMS were prepared to go to create a
crime where none existed.” Defendants’ Menorandum on
Materiality, at 18.1'®

We reject Hsu s argunent because we fail to see how the
def ense needs the precise fornmulae and i nformation contained in
the redactions to raise an effective entrapnent or outrageous
gover nnent conduct defense. The defense has a copy of the
redact ed version of the June 14th docunents. Hsu is free to use

t he June 14th docunents in this form wthout view ng the

(... continued)

(3d Gir. 1990). After the defendant has made this show ng, the
Governnent then has the burden of proving beyond a reasonable
doubt that it did not entrap the defendant. See id.

The outrageous governnent conduct defense, while having
no explicit standard or test, requires a show ng of governnent
conduct that is “shocking, outrageous, and clearly intolerable.”
United States v. Nol an- Cooper, 155 F.3d 221, 230-31 (3d Gr.
1998).

8 W note that Hsu's argument on materiality is
inconsistent wwth his argunent on confidentiality. |In the
“Menmor andum on Materiality,” Hsu argues that the redacted
information in the June 14th docunments is material to his defense
because he assunes that the Governnent used BMS's “crown jewels”
at the June 14th neeting to entrap him See Def endants’
Menor andum on Materiality at 17-18. Yet in the “Menorandum on
Confidentiality”, Hsu argues that because nuch of the information
about Taxol production technology is no |onger confidential, due
to the existence of patents and other public information, there
is no need to redact the June 14th docunents. Such argunents
cannot be logically reconcil ed.

15



redacted information, to nmake whatever argunents he can fashion
about the Governnent’s conduct. *

Second, Hsu argues that because the unredacted
docunents were voluntarily shown at the June 14th neeting at the
Four Seasons Hotel, the Governnent and BMS wai ved their
confidentiality. See Defendants’ Menorandumon Materiality at 18

(citing Ruckel shaus v. Mnsanto Co., 467 U.S. 986 (1984) for the

proposition that if an individual discloses his trade secret to
ot hers who are under no obligation to protect the confidentiality
of the information, the property right is extinguished).

Hsu's reliance on Ruckel shaus, a civil case, is

m splaced. W fail to see how BM5' s disclosure of three hundred
and three pages of highly technical docunents during a one hour
and forty m nute Governnent sting operation -- in the know edge
that the strangers who would see themw || forthwith be arrested

-- constitutes a conplete and total waiver of BMS s intellectua

¥ W anal ogi ze Hsu’s request to view the redacted

information in this case to a case where a defendant in drug
conspiracy case (or attenpt case) requests to view and test the
drugs that were used in a Governnent “sting” operation. For the
Government to build a case of attenpt or conspiracy in a drug
case, it need not use actual controlled substances during the
“sting” operation. See, e.q., Hsu, 155 F.3d at 204 (citing the
Model Penal Code and explaining that one can be guilty of attenpt
and conspiracy to steal trade secrets even if the docunents
contai ned no confidential information at all). Simlarly, for
our hypot hetical drug defendant to build a valid entrapnent

def ense, the actual nature of the substance used in the “sting”
operation is irrelevant; all that the defendant needs to show is
t hat he was i nduced by the Governnent and that he was not

predi sposed to commt the crinme. |In short, whether the substance
in the bag is flour or real cocaine does not enhance or inpair
the quality of the defendant’s entrapnent defense.

16



property rights in Taxol production technology. Furthernore, in
a case like this, in order to conduct the sting the Governnent
necessarily nust use attractive bait. To hold that dangling such
bait waives trade secret protection would effectively underm ne
t he Econom c Espi onage Act at |least to the extent that the
Governnent tries, as here, to prevent an irrevocabl e | oss of
American technol ogy before it happens. W cannot believe
Congress intended to put in such danger the very trade secrets it
sought to protect under the new Act.

Third, Hsu argues that the redacted portions of the
June 14t h docunents are material to the “substantial step”
el ement of the attenpt charge and the nens rea (intent and
know edge) el enents of the Econom c Espi onage Act charges in both
Counts Ten and El even of the Indictnent. The defendants raised
this sane argunent in their appeal. See Hsu, 155 F. 3d at 204
(“For exanple, the defendants argue that they need the unredacted
docunents to disprove the intent and ‘substantial step’ elenents
of attenpt and the ‘overt act’ requirenent of conspiracy.”). In
its August, 1998 Opinion, our Court of Appeals rejected
def endants’ argunent stating that “proof of these factors is
necessarily independent of any trade secrets contained in the
Bristol-Myers docunents, because the defendants can be guilty of
attenpt and conspiracy to steal trade secrets even if the

docunents contained no confidential information at all.” 1d.*

2 Both the Governnent and the defendants argued before
(continued...)
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Finally, Hsu argues that he needs access to the
conpl ete and unredacted June 14th docunents because they are
material to questions of docunent integrity and the chain of
custody. Hsu raises this issue based on the fact that he does
not know who nai ntai ned the June 14th docunents from June 14,
1997 until they were submitted to the Court for review

W fail to see how Hsu's review of a conplete and
unredacted version of the June 14th docunents is relevant to
concerns about authenticity and the chain of custody. Such
guestions can be resolved at a |later date w thout the defense
view ng the redacted information contained in the June 14th
docunents, just as chain of custody questions in drug or gun
prosecutions can be resol ved w thout having to touch the objects

t hensel ves.

Confidentiality

Hsu next argues that the June 14th docunents shoul d not
be redacted because nuch of the informati on about Taxol
production technology is no | onger confidential. Throughout the
course of this case, the defendants have continuously insisted

that if they were able to | ook at the June 14th docunents in

(... continued)

us fromthe prem se that conpl eted offenses had occurred. The
Governnent did not see fit to correct this m sapprehension until
it advised the Court of Appeals panel that, contrary to what we
were led to believe, only attenpt and conspiracy are at issue

here. It would at a mininmum serve the efficient adm nistration
of justice if the Governnent woul d adhere to equal standards of
candor at all |l evels of the Judicial Branch.
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their unredacted form they could prove that nost, if not all, of
the information contained in the June 14th docunents is in the
publ i c domai n.

As expl ai ned above, due to the highly technical nature
of the June 14th docunents, we enlisted Dr. Kenneth Snader from
the National Cancer Institute as a “technical advisor” to assist
us in addressing this issue. See supra. On February 9, 1999, we
received Dr. Snader’s report on the confidentiality of the
redactions to the June 14th docunents and had the opportunity to
di scuss the report with himon several occasions. See Letter
fromDr. Kenneth M Snader, Pharnaceutical Resources Branch
Nati onal Cancer Institute, to the Court (Feb. 9, 1999)
(distributed to parties and on file with Court). |In his report,
Dr. Snader describes the vol um nous public and private resources
he used to review the June 14th docunments and to prepare his
report.

Dr. Snader explains in the report that the redactions
to the June 14th docunents can be broken down into two
categori es.

The first and | argest category of redactions in the
June 14t h docunents are “specific exanpl es of experinental
conditions.” 1d. at 1. These specifics contrast with the
general descriptions in the patents, and identify, for exanple,
specific nedia conposition for optim zation of the process not
found in the generalities of the patent application disclosures.

In Dr. Snader’s opinion, knowl edge of these “specific
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conbi nati ons of values” neets the statutory definition of a trade
secret, see 18 U. S.C. 8§ 1839(3), and, therefore, should be kept
frompublic disclosure. See id. As seen infra, a patent
application’s disclosure of “best nbde” does not require
di sclosure of |ater or nore specific refinenments of the art.

The second category of redactions in the June 14th
docunents are “tine line progress descriptions of the efforts

made by Phyton Catalytic in their devel opnent of a total process

for the production of ‘taxol’ by plant tissue culture.” [d. at
2. In Dr. Snader’s opinion, these redactions -- showing, e.qg.,
rel ati ve taxane production levels from 1991 to 1994 -- are |ess

strictly tied to the practice of the art and do not neet the
statutory definition of a trade secret because they do not derive
any independent econonic benefit or val ue. *

After carefully review ng the redactions, and
consulting with Dr. Snader, we agree with Dr. Snader’s concl usion
and we will order the Governnent and BMS to unredact pages 25,

26, 27, 28, 173 and 174 of the June 14th docunents.

In addition, in his report Dr. Snader al so explains

that there are a few instances where BMS redacted “truly public

information”. See id. at 2, 4 (concluding that pages 32, 33, 180

and 181 shoul d be unredacted). Upon review ng those pages --

2 In his report, Dr. Snader suggests that there are
si x pages (out of the total of 303 pages) that fall into this
category and shoul d be unredacted in their entirety. See id. at
4 (concluding that pages 25, 26, 27, 28, 173 and 174 shoul d be
unr edact ed) .
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whi ch show bi osynthetic and carbon and nitrogen netabolism
pat hways generally known and presented at open scientific
nmeetings or publications -- we agree with Dr. Snader’s concl usion
and we will order the Governnent and BMS to unredact those pages
as well.

Finally, Dr. Snader reports that there are four
i nstances of mnor inconsistencies in the redactions (e.g. where
material is redacted in one portion of the June 14th docunents
but appears unredacted in another portion of the June 1l4th
docunents). These inconsistencies are far nore subtle and
inferential than the major inconsistencies BVMS has al ready
di scl osed in the redactions to the June 14th docunents, see
supra, and we see no need to disclose the four instances of Dr.
Snader’ s extraordi nary detective work. #

Wiile we could end our inquiry here, we feel
constrained to address sone ancillary argunents raised in

def endants’ nenorandum on confidentiality. First, Hsu argues

2 At the end of his report, Dr. Snader also answers
five witten questions the defendants posed. In his answers, Dr.
Snader once again identifies the relevant patents and public
information he reviewed to prepare the report, and concl udes that
the patents filed by BVMS and Phyton discl osed the “best node”
known to the applicants at the time of filing. Finally, Dr.
Snader explains in his answer to the fifth question that while
some of the technical data in the June 14th docunents pre-dates
the filing dates of sone of BMS s and Phyton’ s patent
applications, there was sufficient information disclosed in the
patent applications to enable a person reasonably skilled in the
art to practice the clained invention and that there was no
information to suggest that the process disclosed in the patents
was not the “best node” known to the applicants at the tinme of
filing. See id. at 4.
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that the Governnent has del egated its independent judgnent over
the redaction of the June 14th docunents to a private party, BM5,
and that the Governnent should have, at the very |east, perforned
some nonitoring or supervision over the redactions. Wile we
agree that the Governnent has not exercised an iota of

i ndependent judgnent in the handling of these redactions -- and

t hat such whol esal e del egation for so long is at |east eyebrow
raising -- after our own independent review of the docunents,
informed by Dr. Snader’s expert canvass, we are confident that
the remai ning redactions are appropriate. There is no |onger any
harm and thus no foul, fromthe Governnent’s m ndl ess del egation
of this task.

Second, Hsu argues that Dr. Thammana' s affidavit does
not conply with our prior orders because it does not provide any
expl anation of the reasons for the particular redactions. Wile
this argunent is true as far as it goes, it would be inpossible
for Dr. Thammana to have descri bed the specific reasons for every
redaction in the June 14th docunents w thout disclosing much of
the information BVMS is so anxious to protect. |In any event,
havi ng just conpleted the task ourselves, we find that detail ed
descriptions of the specific redactions would not only take an
unr easonabl e anount of tinme and effort to conplete, but that
provi di ng an expl anation for each redaction would i ndeed entai l
t he disclosure of nmuch of the trade secret information itself.
Therefore, we do not fault Dr. Thammana for the brevity of his

affidavit.
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Finally, Hsu argues that because BM5 and Phyton have
filed several patent applications on Taxol production technol ogy
in the 1990s (including patents on the plant cell culture process
and cryopreservation), and because nuch of the information in the
June 14t h docunents pre-dates the filing of these patent
applications, a fortiori, the information in the June 14th
docunents shoul d be public infornmation because once i nformation
is revealed in a patent, it loses all trade secret protection.

In particular, Hsu argues that if BM5S and Phyton really disclosed
the “best node” of their invention in their patent applications
as required pursuant to the patent |laws, see 35 U S.C. § 112,
then BMS and Phyton can no longer claimthat the information in

t he June 14th docunents is a trade secret.

Hsu, in his nmenorandumto the Court and in his
guestions to Dr. Snader, msconstrues our role in this case.

This case is not a civil suit where the validity of BMS s or
Phyton’s patents are at issue and where we woul d probably all ow
extensive discovery into the technical and financial devel opnent
of Taxol production technology. Rather, this is a crimnal case
where two non-parties, BMS and Phyton, are now invol ved only
because they want to protect sensitive technical information --
acquired after the investnent of nuch tinme and corporate fortune
-- frombeing released to any defendant.

I n maki ng his argunment, Hsu al so m sconstrues the
patent laws. Wile those laws require the inventor to disclose

an invention in such a manner as will enable one skilled in the
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art to make and use the invention in the “best node” contenpl ated
by the inventor at the tinme of the application, see, e.qg.,

Chentast Corp. v. Arco Industries Corp., 913 F.2d 923, 926 (Fed.

Cr. 1990), the patent laws do not mandate that once a patent
application is filed and approved, the inventor nust open his
files and fully disclose all of the technical and financi al
informati on ever created on the invention.

BMS and Phyton have witten docunents and nenoranda
about Taxol production technol ogy that both pre-date and post-
date the filing of several patent applications. Wile BM5 and
Phyton can no | onger claimtrade secret protection within the

four corners of the patents thenselves, see Bonito Boats, Inc. v.

Thunder Craft Boats, Inc., 489 U S. 141, 149 (1988), see also 1

Roger M MIgrim Mlgrimon Trade Secrets 8§ 1.03 at 1-98 (1997)
(explaining that information disclosed in a patent is no | onger
entitled to trade secret protection), after an exhaustive review
of the redactions made to the June 14th docunents we find that,
wWith the exception of ten pages in the June 14th docunents |isted
above, the redactions were properly nmade to avoid discl osure of
trade secret information within the meaning of the Econom c

Espi onage Act.

Accordi ngly, as Hsu has not shown how the June 14th
docunments are material to his defense and, further, because we
find that the redacted information in the June 14th docunents
contains trade secret information within the contenpl ation of the

Econom ¢ Espi onage Act, we reject his request for full disclosure
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of the June 14th docunents or, alternatively, that we issue a
protective order limting access to the unredacted June 14th
docunents only to defense counsel and defense experts. 2

An Order follows.

2 W are grateful to the National Cancer Institute for
affording Dr. Snader with | eave to assist us in this difficult
undert aki ng, which proved to be a nost tinme-consum ng enterprise.
As to Dr. Snader, his indefatigable and careful analysis has been
i nval uable to us, and we express our profound thanks to himfor
his extraordinary service to the Court, as well as for his good
cheer in a project well beyond his usual grist.
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I N THE UNI TED STATES DI STRI CT COURT
FOR THE EASTERN DI STRI CT OF PENNSYLVAN A

UNI TED STATES OF AMERI CA : CRI M NAL ACTI ON
V. :
KAl - LO HSU a/ k/ a/ James Hsu NO. 97-323-01
ORDER

AND NOW this 16th day of February, 1999, upon
consi deration of defendants’ nenoranda on nateriality and
confidentiality, and the Governnment’s response thereto, and for
the reasons stated in the Menorandum attached hereto, it is
hereby ORDERED that the Governnent shall by February 26, 1999
provide a copy of the redacted June 14th docunents to the
defendant with the follow ng pages unredacted in their entirety:

25, 26, 27, 28, 32, 33, 173, 174, 180, 181.

BY THE COURT:

Stewart Dal zel |, J.



